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Digital Signature (Public Key Infrastructure)

Authentication

Integrity

Non-Repudiation
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Digital Signature
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How many          can we tolerate ?

       f < n/2
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How many          can we tolerate ?

       t < n/3
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                Gracefully Degrading Task

      

      < fo → (Safety + Liveness)

        >= fo → Safety (Liveness) 
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    Gracefully Degrading Byzantine Task 
               is generally impossible

      < to → (Safety + Liveness)

        >= to → Safety (Liveness) 
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Impossibility of solving GDBC 
Undistinguishable scenarios P

R

Q
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Scenarios A and B
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Scenario C
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   Accountable Algorithm

      

       ≤ t0 → Safety + Liveness

       → Safety Violation → Detection →  
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- solves the same 
problem with same 
resiliency

- accountability in case of 
safety violation
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Questions
What are the Byzantine faults to detect/hide ?

Can they cause safety violation ?

What is the cost to detect it ?
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Fault Classification
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What is a fault ?
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What is a fault ?
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What is a fault ?
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Processes        Correct Non-Correct
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Non-Correct        Omission Commission

Fail-Stop

Crash

Omission
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Non-Correct        Omission Commission

Fail-Stop

Crash

Omission Byzantine
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COMMISSION FAULTS

COMMISSION FAULTS

EQUIVOCATION EVASION

1st minor contribution: formal partitioning

Mutant Messages
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Faults & 
Accountability
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1) Commission faults are necessary to 
violate safety 
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1) Commission faults are necessary to 
violate safety 

2) Only commission faults detection is 
possible
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3) Commission faults detection is 
necessary* and sufficient** to provide 
accountability
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The cost of detection
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Warm up: 
Equivocation
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Warm up: Equivocation
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Warm up: Equivocation
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Warm up: Equivocation
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O(n^2)



Chained Commission 
Faults

52



53



54



55



message justification
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causal impact
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fault insertion
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find the culprit
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find the culprit with witnesses
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find the culprit with justification with degree 
1
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bit-complexity skyrockets !
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The end of 
accountability ?
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No: Reduction to 
detection of directly 

observable equivocations
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Simulation
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SIMULATION
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SIMULATION

- Rb-bcast 
based 
simulation

- t<n/3
- O(n^2) bits
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FullReview
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FullReview
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FullReview
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FullReview
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FullReview
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FullReview
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FullReview Implementation
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Reliable-Broadcast
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Secure-Broadcast
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secure-broadcast = multishor RB-broadcast
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FullReview
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FullReview
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FullReview
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Returning to 
Accountability
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necessary and sufficient transformation
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Answers
What are the Byzantine faults to detect ? Commission = Equivocation + Evasion

Can they cause safety violation ? Commission are necessary 

What is the cost to detect it ? Quadratic overhead in worst case

+

Can be applied to randomized protocols. 

Can be applied to most of practical protocols that assume private channels

Can be applied to permissionless protocols

Can be applied to committee-based blockchains with fully corrupted committee

Cachin-Tessaro Optimization can be applied to heavy messages.
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Conclusion

99



Particular Cases
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Easy accountable task (consensus, RB-bcast, …)
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particular cases
- Easy agreement tasks can be trivially made accountable (cf. “As easy as ABC 

(A)ccountable (B)yzantine (C)onsensus is easy!” ).
- Only secure-broadcast critical sections.
- Use (randomized) scalable secure-broadcast with n.log(n) overhead and 

exchange scr-delivered messages with a certain probability only
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Next ? Fully privacy-preserving 
accountability
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