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Numerous formal verification approaches have surfaced

® Hoare logic
® Dynamic logic
® Temporal logic

Kleene algebra with tests (KAT)

® NetKAT - networks
CKAT - concurrency
TopKAT - incorrectness logic
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® randomized algorithms

® security

differential privacy

® learning theory

and need a relational reasoning, e.g. probabilistic non-interference

Deterministic methods have been lifted to the probabilistic setting:
probabilistic Relational Hoare logic pRHL

However, it would still be useful to benefit from automation
Goal

Introduce a KAT-like approach for relational reasoning on probabilistic
programs
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An example of program analysis

OneTimePad(x : private text) : public message
key & Uniform({0, 1}%);

cipher < x XOR key;

return cipher;,

Prove that cipher does not depend on the private text x:
non-interference

How to formally reason about such property?



Guarded Kleene Algebra with Tests (GKAT)

(S. Smolka et al, 2020)

b, by, b, € BExp ::= c,c1,C € Exp =
0 false | 1 skip
1 true | aex do a
peT p | b € BExp assert b
by; b by and by| a0 c; o
by + by by or by | c1+p 0 if b then ¢, else ¢
|

cb) while b do ¢



GKAT example

terms t €ETerms t=xE€Var [rER|ti+ b | t1i —tr | t1 X b
distributions d € Distr
tests b € Tests ;= false |true | t; < tr | t1 = t2 | not b | by and by | by or by

commands ¢ € Comm ::= skip | x < t | x <i d | c1; ¢ | if b then ¢ else ¢ | while b do ¢
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GKAT semantics

A Probabilistic model of GKAT is a triple

i = (S, eval, sat)

where:
® S is a set of states;
e for each action a, eval(a) : S — D(S) is a sub-Markov kernel;
e for each test t, sat(t) C S

Pilc] is a sub-Markov kernell

Pilles e2l(s)(s') = Y_ Pilaal(s)(s") x Pile2l (s")(s")
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GKAT

Proposition
The probabilistic model above satisfies the axioms of GKAT.
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Bi Guarded Kleene Algebra with Tests (BiGKAT)

B, Bi, B, € BExp =

Pep
Bi ¢ By
B ® B>
=B

C,C, G e Exp =
Ac
{c|
|c)
{c|c}
c
B e BExp
GsG
G o G
c(B)
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BiGKAT semantics

A Probabilistic model of BiGKAT is a probabilistic interpretation of
GKAT i = (S, eval, sat) and two functions Eval, Sat

such that:
® for each action A, Eval(A) : S2 — D(5?) is a sub-Markov kernel;
® for each test P, Sat(P) C S2.

Pi[C] : S? — D(S?) is a sub-Markov kernell

PilGs Gl Y Z 7’ [Gl(s1 22)(s, 5) x PilG(st' 55)(s1, %)

Pil{c|] = Pilc] x /ds

ﬁ[ﬂcﬂ] = ids X P,’[C]]

Pil{c | c’}] is defined only if P;[C] is defined and if:
y I'I 1(PilCl(s,s")) = Pilcl(s)

* My(Pi[C](s,s")) = Pilc'](s'),¥s,s" € S

P,‘[[{C

| '} = PilC]
C
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BiGKAT theory

<<1J| - |(1’> i’ (;) (ci; 0] = (] 3 (o] (5)
(b1 + 22: _ |<b> |7@ (by| E3; (e to ol = {e] Dy el - (6)
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° {Cl | C{};{C2 | Cé} = {Cl;Cz | C{;Cé}
1 G CG3G
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BiGKAT

Proposition
The probabilistic interpretation P;[.] of BiGKAT satisfies all the
axioms of the theory of BiGKAT.
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Example
key & Uniform({0, 1}%);

cipher < x XOR key;
return cipher;,

c = (z(id);(y<—><XORz)
In pRHL, prove:

Fe~d:T=[y=y]
In BiGKAT we prove:

{clct={c|}sly =V
c c



Example
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(9}
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Il

(z&d| 2 & d'}Hy < xXORz|y « x' XOR 2')
G

([x = X'l Bpeex) [x # X'z &d | 2/ & d'Hy+ xXORz|y « x' XOR Z')
G



Example

(G+0)sG=0:G+p GG

{z<id|z'&d'}(y(—XXORz|y'<—X'XORz’>
G

= ([x =X] ®pex [x # X 1{z Ed | 2/ & d'Hy « xXOR z |y’ + x' XOR ')
G

{c|c}
C

= [x:x/]{z<id|z/<id/}(y<— xXOR z |y’ + x' XOR Z')
G

Bpe=x[x # x'l{z & d | 2/ & d'}y+ xXORz|y + x' XOR Z')
G
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two Markov kernels (corresponding to two couplings):

Cia(m, m') = 36 mizeo],m'[z'0] T 5Om[ze1]m/[z1]

Creg(m, m') = 30mpz0),m[z1] + 3Omlze1],m'[z' 0]

We have:
Cg = Cigslz = 2]
Cneg = Cneg S [Z 7é ZI]

We can then define C; as ¢ = Cy Bx=x'] Cheg



Example

Cl - C/'d ":\‘[x:x’] Cneg

Ci{y + xXOR z |y + x' XOR z')
= (Cid @[x:x’] Cneg)<y «— x XOR z | y/ — x' XOR Z/>



Example

Cl - Cid G‘[x:x’] Cneg

Ci{y + xXOR z |y + x' XOR z')
= (Cid @[x:x’] Cneg)<y <~ x XOR z | y/ +— x' XOR Z,>



Example

C,'d = C,‘d[Z = Z/]

[x = x']Ca{y < x XOR z | y' + x' XOR Z')
= [x=xX1Culz=2Zy + xXOR z |y’ + x' XOR Z')



Example

Ciqy does not change x, x’

[x = x']Cia(y < x XOR z | y’ + x’ XOR 2’}
[x =x1Calz=2"{y + x XOR z | y' + x' XOR 2’}
[x =x1Culx =xl[z=2"y + x XOR z | y' + x' XOR Z')



Example

XOR properties

[x =x1Cig{y + x XOR z | y’ + x" XOR z’)

[X X'Cuylz=2"](y < x XOR z | y' + X' XORz)

x1Cig[x = x"][z=2'/{y + x XOR z | y' < x’ XOR 2’}
[x—x’]C,d[x—X][z—z’][xXORz—X XOR z’'|{y + x XOR z | y’ + x' XOR z')



Example

XOR properties

[x = x']Caly < x XOR z | y’ < x' XOR Z')

x'1Culz =2y + x XOR z | y’ + x' XOR Z')

x'|Cdlx = X'][z=2Z|{y + x XOR z | y’ + x' XOR Z')

[x =X|Calx =X][z=2'][x XOR z = x" XOR Z'|{... | .. )y =]

[
=



Example

reverse steps

[x = x"]|Caly <+ x XOR z | y' + x' XOR 2')

[x = x']Ciglz = Z'|{y + x XOR z | y’ + x’ XOR 2’}

[x = xX|Calx =xX][z=2'|{y + x XOR z | y’ + x' XOR 2')

[x =X1Culx =X[z=Z[x XORz=x" XOR Z'|{... | .. )y =y']
[x = X']Caly < x XOR z | y' + x" XOR Z")[y = y']
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Analogously for Cheg with [x # X']:

[x # X'|Cheg{y + x XOR z | y' < x" XOR 2')\|y = y']



Example

Analogously for Cheg with [x # X']:

[x # X'|Cheg{y + x XOR z | y' < x" XOR 2')\|y = y']

By combining the two we obtain:

C{y+xXORz|y +x' XORZ)=Cy + xXORz|y + x XORZ/>[y:y/]
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Expressiveness of BIGKAT
The pRHL judgment

Fice~c igp=ap

is encoded as

3C € Exp, ¢3{c | Y =d3{c|c}sv

Sequence rule (Barthe et all 2009)

F,‘ClNC{:()ZS:>’L/J F[CQNC£:'¢):>£
Ficiao~cich:ip=¢

is encoded in BiGKAT as:

ps{alcay=90s{aldalsy Avs{alat=vs{a|c}s
G G G G

=s¢s{cialaal=0¢s{cialda}ls
3G G3G



Encoding of pRHL in BiGKAT

Theorem
The encoding of the pRHL rules (without the while rule) can be
derived in BiGKAT.



Conclusions and future work

® Reason about differential privacy, which requires to include
(e,0): develop aBiGKAT to encode apRHL;

® Reason about a while language;

e Consider a language with both nondeterminism and
probabilities;



