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TTP/C Protocol

A fixed numberof stationscommunicateria a share
bus.

Messagesarebroadcasto all stationsvia thebus.

Accesdo thebusis determinedoy atime division
multiple accesg TDMA) schemacontrolledby the
globaltime generatedby the protocol.

A TDMA roundis dividedinto time slices.
Stationsarestaticallyordered.
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4 stationsstaticallyorderedgachonebroadcast its ow
time slice.
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Faults

TTP is afault-toleantprotocol...
*Whatkind of faults?

Symmetricfaults: sendor receve faults.

Asymmetricfaults: morethanonebut not all station
receve themessage.

Others(processar.... ) notconsideredhere

“How canastationrecognisevhethert is faulty?
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Counters CAcc and CFuail

CAcc, . How mary framess hasacceptedscorrect.
CFail, . How mary framess failedto acceptascorrect.

Whenstations Is readyto send,it resetdbothcounte
to 0.

CAcc, + + eachtime s recevesacorrectframe.

CFuil, + + eachtime s fallsto receve acorrect
frame.
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Membership Vector

m . Array of booleansndexedby 5, the setof stations.

If s recevedcorrectlythelastmessagsentby s’, the
ms|s'] =1

Otherwisemy|s'] = 0.

ParametricVerificationof a GroupMembershipAlgorithm — p.11/4



A F m
101111

/:\

™

sOsending.

ParametricVerificationof a GroupMembershipAlgorithm —p.12/4



U AFm
© BELL
A F m -
3 0 1111
AFm
@ 40 1111
slsending.

ParametricVerificationof a GroupMembershipAlgorithm —p.13/4



TTP/C Protocol

A TDMA cycle for 3 stations:
One TDMA round

< D
[Station_O} [Station_l} [Station_Z} [Station_O}
/ \
/ \
/ \
h dat a crc
< > =
time slot
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Implicit acknowledgment

CRC: Cyclic Redundang Checkcalculatedover the
headerthe dataandtheindividual membershiyectot

Senders putsin CRCfield the calculationdonewith
Its own membershiyectorms.

Recever s’ checkswith the calculationdonewith its
own membershiectorms:.

If the calculationsagreetheframeis recognizeds
correct.

A correctCRCimpliesthatsenders andrecever s’
have the samemembershiyector
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Cligue AvoidanceMechanism

Onceperround,atthebeginningof its time slot, a station
checkswhetherCAcc, > CFuil,.

If CAcc, > CFuil, s resetdothcountersaandsendsa
message.

Otherwisem,|s| = 0 ands leavesthe active state.
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Example

4 stationsworking correctly
After thetime slot of s3:
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Example Cont'd

A faultoccurswhile sg Is sendingonly s, recognizeshe
framesentby s, ascorrect.S is splitin S1 = {s0, s2} an

S0 = {s1, s3}.
After thetime slot of sg i
m
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Example Cont'd

After thetime slotof s1:

DRYY
3 1 1011
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Example Cont'd

After thetime slotof s2:

Cae
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Example Cont'd

At the beginning of thetime slot of s3:
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Example Cont'd

At theendof thetime slot of s3:
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Example Cont'd

After thetime slot of sO:

DRy
2 0 1010

ParametricVerificationof a GroupMembershipAlgorithm —p.23/4



Example Cont'd

At the beginning of thetime slotof s1:
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Example Cont'd

After thetime slot of sl'
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Active stationsdo form onecliqueagain.
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Crucial Property

Do Implicit AcknowledgmenitandClique Avoidance
Mechanisnpreventtheformationof differentcligues?

l.e., of differentsubsetsf stationscommunicatingexcit
sively with eachothet
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Proving a Single Clique After k faults

If & faultsoccurandno faultoccursduringtwo roundsfo
lowing fault k&, thenat the endof thatsecondaound,all a
tive stationdhave thesamemembershiwector sothey forr
asinglecligue in thegraphtheoreticakense.
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Example with 2 faults

Thefirst fault occurswhens0 sendsOnly s1 failsto
receve correctlythe framesentby s0.

S issplitasS1 = {s0, s2,s3} andS0 = {s1}.

After thetime slotof s0 :

stations| m|s0] m|sl] ml|s2| m|s3] CAcc CFuil
s0 1 1 1 1 1 0
sl 0 1 1 1 3 1
S2 1 1 1 1 3 0
$3 1 1 1 1 2 0
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Example Cont'd

After thetime slotof s1 :

stations| m|sO] ml|sl] ml|s2] ml|s3] CAcc CFuil
s( 1 0 1 1 1 1
sl 0 1 1 1 1 0
S2 1 0 1 1 3 1
$3 1 0 1 1 2 1
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Example Cont'd

A secondaultoccurswhens2 sendsNeithers3 nor s0
recognizeéheframesentby s2 ascorrect.

S1lissplitin S11 = {s2} andS10 = {s0, s3}.

After thetime slot of s2 :

stations| m|s0] m|sl] ml|s2| m|s3] CAcc CFuil
s( 1 0 0 1 1 2
sl 0 1 0 1 1 1
S2 1 0 1 1 1 0
s3 1 0 0 1 2 2
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Example Cont'd

After thetime slot of s3 :

stations| m|sO] ml|sl] ml|s2] ml|s3] CAcc CFuil
s0 1 0 0 0 1 2
sl 0 1 0 0 1 1
S2 1 0 1 0 1 0
$3 0 0 0 0 0 0
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Example Cont'd

After thetime slot of s0, thens1 :

stations| m|s0] m|sl] ml|s2| m|s3] CAcc CFuil
s0 0 0 0 0 0 0
s1 0 0 0 0 0 0
s2 0 0 1 0 1 0
s$3 0 0 0 0 0 0

Only 1 clique.
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Faults, Partition and Membership Vectors

Proposition1 At the end of the time slot of s, the station
where fault k£ occurs, & > 1, active stations are

partitionned into subsets S,,,, with w € {0, 1}*, such that:
1. there exists at least one w with S,, # 0,

2. any two stations s € S, and s’ € .S, have the same
membership vector iff w = o/,

3. for any w € {0 | 1}* with S, # 0, for any s, s’ € S,
ms|s'| = 1.
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Consequences

All stationsfrom asameset.s,, iIncrease 'Acc and
CFuail In thesameway.

In the secondoundfollowing fault k, atleastone
sationis sending.

Let s € .5,, bethefirst stationto sendin thesecond
roundfollowing fault £. Then,only stationsfrom set
S cansendin thesecondoundfollowing fault &.
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Properties

Safetyproperty:.

Corollary 2 At the end of the second round following fau
k, all working stations form a single clique in the graph
theoretical sense.

Livenesgroperty:
Corollary 3 At the end of the second round following fau
k, the set of working stations is not empty.
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Abstraction : the 1 fault case

Insteadof n membershiectorstake| S1 | and| SO |.
Insteadof n counters”'Acc andn counters_Fuzl take twc
countersi() andd1.

d1 to counthow mary stationsfrom S1 have sentso
farin theroundsincethefault occurred.

d0 to counthow mary stationsfrom S0 have sentso
farin theroundsincethefault occurred.
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Evaluating C'Acc and CFail

Cacc—s, Cfail—s

—- —
------ § e G il g
—- —

—< > d1: accepted

all accepted  dO : not accepted

Let s astationreadyto sendin theroundfollowing fault 1
1. If s € 51, thenCAccs =| S1+ S0| —d0 and

CFail, = dO.
2. If s € 50, thenCAcc, =|S1 + S0| —d1 and
CFazl, = d1.
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The Counter Automaton

d<CW/ d1<C1 & C1+C0-2d0>0/

d++CP++  cpopy d1++, Cp++
Cp=0, d=0, dF=0 4I<CF/

/ CF=0, CW=N, dF++,Cpt+
\ d1<C1 & C1+C0-2d0<=0
Cp=0, d=0, dF=0 («’ Cl-—dF++ CF++, Cp++
1fault/C1>=1,C0>=0, dO<CO & C1+C0-2d1>(

dF<CEIdRis.Cpis C1+C0=CW,d1=1,d0=0 dO++, Cp++
dF=0,Cp=1

d0<CO0 & C1+C0-2d1<=0/

assert C1=0 | C0=0 —— CP=N/ CO--,dF++,CF++, Cp++

CW = C1+CO0, Cp=A, dE<CE/
d=0, dF=0 dF++, Cp++ Cp=N/
d1=0, d0=0,dF=0,Cp=0 ——assert!(C
assert never taken-— Cp=N & !(C1=0) & !(C0=0)/ d1<C1 & C1>C0/
d1=0, d0=0, dF=0,Cp=0 \ater d1l++ Cp++
round d1<C1 & C1<=C0/

Cl--,CF++,dF++, Cpt++
d0<C0 & C0<=C1/

CO——,CF++,dF++, Cp++ d0<CO0 & C0>C1/
dO++, Cp++

ParametricVerificationof a GroupMembershipAlgorithm — p.38/4



Properties

We have provedautomatically(usingALY andLASH) :

(C'1 = C0) (P1).
Whatleadsto this property?
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PropertiesCont’'d

Let /n.S1 betheinitial numberof stationsn S1 (/nS0

similarfor S0).
If InS1 > InS0O:

(InS1 = C1) (P2).
If InS1 = 1InS0:
AG (d1 = InS1&d0 < InS1) = AG(C1 = InS1))

AG ((d1 = InS1 & d0 < InS1) = (C1+C0—-2xd]l <=
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Approximating CAcc and CFuil

Let s beany stationaboutto sendin thesecondound.
1. SupposeC'1|>|C0]|.
(@) If s € S1thenCAccs, >|C1| andCFuaily <|CO].
(b) If s € SOthenCAccs <|CO| andCFails >|C1].
2. SupposeC0|>|C1].
(@) If s € SO0thenCAcc, >|C0| andCFail, <|C1|.
(b) If s € S1thenCAccs <|C1|andCFail, >|CO|.

This allows to simplify thesecondandlater) round.
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Properties

Thereareno laterrounds:
AG'(I(C1T=0) and!(CO=0)and (Cp= N)) (P6

At theendof thesecondound,all actve stationshave the
samemembershiyector:

AG (C1=0o0r C0O = 0) (P7).
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Generalization: the k fault case

Insteadof n membershiwectors,

take k + 1 | Sw” |, with w”* € {0, 1}*.

Insteadof n counters’'Acc andn countersCFail,
takei + 1 countersiw?®, for eachl < i < k

dw" to counthow mary stationsfrom S: have sent
betweerfault: andfault: + 1.
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Evaluating C'Acc and CFail

Cacc—s, Cfail—s

all accep%d(_>
dl1 : accepted

dO : not accepted

d1l1 : accepted
d10, dOO : non accept

CAccs =] S1+ S0| —d0 — d10 — d00
CFuaily = d0 + d10 + d00.
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Evaluating C'Acc and CFail

Cacc-s, Cfail-s

1 = > 1 =
""" S o S o ST G §

—- —

dl: accepted —= -

dO : not accepteddl1 : accepted
d10, dOO : non accepted

-

d'11. 910 ‘4o
d 11.d 10.7d OC

CAcc, = dl + d11 — d*11 — d*10 — dF'11 — dF'10
CFuil, = d0O + d10 + d00 — d400 — d¥ 00.
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Evaluating C'Acc and CFail Cont’d

d4w*: how mary stationsfrom Sw* have sentsincefault/

d"w": how mary stationsfrom Sw" werepreventedfrom
sendingsincefault k.

They areresetto 0 eachtime acounterCp(i) reachesV
afterfault «.
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Conclusion

An approacHor verifying automaticallya complex
algorithmwhich s industrially relevant:

Faithful abstraction.
Automaticverificationon the automatorwith

counters.

Resultshold for reintep

rationof stations.
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Futur e Work

Considerthe complicationinvolving first andseconc
succesasr.

Make the abstractiorautomatic.
Considerthe numberof faultsk asaparameter
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