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TTP/C Protocol

A fixednumberof stationscommunicatevia ashared
bus.

Messagesarebroadcastto all stationsvia thebus.

Accessto thebusis determinedby a timedivision
multipleaccess(TDMA) schemacontrolledby the
globaltimegeneratedby theprotocol.

A TDMA roundis dividedinto time slices.

Stationsarestaticallyordered.
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stationsstaticallyordered,eachonebroadcastsin its own
timeslice.
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Faults

TTP is a fault-tolerantprotocol...
“Whatkind of faults?”

Symmetricfaults: sendor receive faults.

Asymmetricfaults: morethanonebut notall stations
receive themessage.

Others(processor, .... ) not consideredhere

“How canastationrecognisewhetherit is faulty?”

ParametricVerificationof a GroupMembershipAlgorithm – p.9/48



Counters and

: How many frames hasacceptedascorrect.
: How many frames failedto acceptascorrect.

Whenstation is readyto send,it resetsbothcounters
to .

eachtime receivesacorrectframe.

eachtime fails to receiveacorrect
frame.
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Membership Vector

: Array of booleansindexedby , thesetof stations.

If receivedcorrectlythelastmessagesentby , then

Otherwise .
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s1sending.

ParametricVerificationof a GroupMembershipAlgorithm – p.13/48



TTP/C Protocol

A TDMA cycle for 3 stations:

Station_0 Station_0Station_1 Station_2

h data crc

....

time slot

One TDMA round
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Implicit acknowledgment

CRC: Cyclic Redundancy Checkcalculatedover the
header, thedataandtheindividualmembershipvector.

Sender putsin CRCfield thecalculationdonewith
its own membershipvector .

Receiver checkswith thecalculationdonewith its
own membershipvector .

If thecalculationsagree,theframeis recognizedas
correct.

A correctCRCimpliesthatsender andreceiver
have thesamemembershipvector.
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Clique AvoidanceMechanism

Onceperround,at thebeginningof its timeslot,astation
checkswhether .

If resetsbothcountersandsendsa
message.

Otherwise, and leavestheactive state.
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Example

stationsworkingcorrectly.
After thetimeslotof s3:
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ExampleCont’d

A fault occurswhile is sending,only recognizesthe
framesentby ascorrect. is split in and

.
After thetimeslotof s0:
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ExampleCont’d

After thetimeslotof s1:
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ExampleCont’d

After thetimeslotof s2:
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ExampleCont’d

At thebeginningof thetimeslotof s3:
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ExampleCont’d

At theendof thetimeslotof s3:
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ExampleCont’d

After thetimeslotof s0:
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ExampleCont’d

At thebeginningof thetimeslotof s1:
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ExampleCont’d

After thetimeslotof s1:
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Activestationsdo form onecliqueagain.
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Crucial Property

Do Implicit AcknowledgmentandCliqueAvoidance
Mechanismpreventtheformationof differentcliques?

i.e., of differentsubsetsof stationscommunicatingexclu-

sively with eachother.
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Proving a SingleClique After faults

If faultsoccurandno fault occursduringtwo roundsfol-

lowing fault , thenat theendof thatsecondround,all ac-

tivestationshavethesamemembershipvector, sothey form

asingleclique in thegraphtheoreticalsense.
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Examplewith 2 faults

Thefirst fault occurswhen sends.Only fails to
receivecorrectlytheframesentby .

is split as and .
After thetimeslotof :

stations
1 1 1 1 1 0
0 1 1 1 3 1
1 1 1 1 3 0
1 1 1 1 2 0
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ExampleCont’d

After thetimeslotof :

stations
1 0 1 1 1 1
0 1 1 1 1 0
1 0 1 1 3 1
1 0 1 1 2 1
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ExampleCont’d

A secondfault occurswhen sends.Neither nor
recognizetheframesentby ascorrect.

is split in and .
After thetimeslotof :

stations
1 0 0 1 1 2
0 1 0 1 1 1
1 0 1 1 1 0
1 0 0 1 2 2
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ExampleCont’d

After thetimeslotof :

stations
1 0 0 0 1 2
0 1 0 0 1 1
1 0 1 0 1 0
0 0 0 0 0 0
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ExampleCont’d

After thetimeslotof , then :

stations
0 0 0 0 0 0
0 0 0 0 0 0
0 0 1 0 1 0
0 0 0 0 0 0

Only clique.
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Faults, Partition and Membership Vectors

Proposition1 At the end of the time slot of , the station
where fault occurs, , active stations are
partitionned into subsets , with , such that:

1. there exists at least one with ,

2. any two stations and have the same
membership vector iff ,

3. for any with , for any ,
.
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Consequences

All stationsfrom asameset increase and
in thesameway.

In thesecondroundfollowing fault , at leastone
sationis sending.

Let bethefirst stationto sendin thesecond
roundfollowing fault . Then,only stationsfrom set

cansendin thesecondroundfollowing fault .

ParametricVerificationof a GroupMembershipAlgorithm – p.34/48



Properties

Safetyproperty:
Corollary 2 At the end of the second round following fault

, all working stations form a single clique in the graph
theoretical sense.
Livenessproperty:
Corollary 3 At the end of the second round following fault

, the set of working stations is not empty.
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Abstraction : the fault case

Insteadof membershipvectors,take and .
Insteadof counters and counters take two
counters and .

to counthow many stationsfrom have sentso
far in theroundsincethefault occurred.

to counthow many stationsfrom have sentso
far in theroundsincethefault occurred.
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Evaluating and

s s

acc−s, C fail−s

s1

C

d1 : accepted
d0 : not acceptedall accepted

Let astationreadyto sendin theroundfollowing fault .

1. If , then and
.

2. If , then and
.
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The Counter Automaton

/ CF=0, CW=N,
  Cp=0, d=0, dF=0  C1−−,dF++,CF++, Cp++

 d1++, Cp++

Cp=N/

  d1++, Cp++

  C1−−,CF++,dF++, Cp++

dF++, Cp++
dF<CF/

Cp=N /

d=0, dF=0

init normal

later
rounds

Cp=0, d=0, dF=0
Cp=N/ 

dF++,Cp++
df<CF/

dF<CF/dF++,Cp++

assert never taken−−

   dF=0,Cp=1

round1

1fault/C1>=1,C0>=0,
   C1+C0=CW,d1=1,d0=0  d0++, Cp++

 C0−−,dF++,CF++, Cp++

d1=0, d0=0,dF=0,Cp=0     −− assert !(C1=C0)

d1<C1 & C1>C0/

d1<C1 & C1<=C0/

d0<C0 & C0>C1/
  d0++, Cp++

d0<C0 & C0<=C1/
  C0−−,CF++,dF++, Cp++

Cp=N & !(C1=0) & !(C0=0)/
 d1=0, d0=0, dF=0,Cp=0

assert C1=0 | C0=0 −−
CW = C1+C0, Cp=0,

d<CW/
d++,CP++

T

O

P

B
O

T
T
O
M

d1<C1 & C1+C0−2d0>0/

d1<C1 & C1+C0−2d0<=0/

d0<C0 & C1+C0−2d1>0/

d0<C0 & C1+C0−2d1<=0/
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Properties

Wehave provedautomatically(usingALV andLASH) :

Whatleadsto this property?
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PropertiesCont’d

Let betheinitial numberof stationsin (
similar for ).
If :

If :
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Approximating and

Let beany stationaboutto sendin thesecondround.

1. Suppose .
(a) If then and .
(b) If then and .

2. Suppose .
(a) If then and .
(b) If then and .

This allows to simplify thesecond(andlater)round.
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Properties

Thereareno laterrounds:

At theendof thesecondround,all activestationshave the
samemembershipvector:
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Generalization : the fault case

Insteadof membershipvectors,
take , with .
Insteadof counters and counters ,
take counters , for each

to counthow many stationsfrom have sent
betweenfault andfault .

Is thatall ?
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Evaluating and

s s

acc−s, C fail−s

s1

C

s2

all accepted
d1 : accepted
d0 : not accepted

d11 : accepted
d10,  d00 : non accepted

.
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Evaluating and

s s s2
1

ss
1

fail−sCacc−s, C

A

F

d1 : accepted
d0 : not acceptedd11 : accepted

d10,  d00 : non accepted

d 11, d 10,  d 00

d 11, d 10, d 00

A A

F F

.
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Evaluating and Cont’d

: how many stationsfrom havesentsincefault .
: how many stationsfrom werepreventedfrom

sendingsincefault .

They areresetto eachtimeacounter reaches
afterfault .
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Conclusion

An approachfor verifying automaticallyacomplex
algorithmwhich is industriallyrelevant:

Faithful abstraction.

Automaticverificationon theautomatonwith
counters.

Resultshold for reintegrationof stations.
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Futur e Work

Considerthecomplicationinvolving first andsecond
successor.

Make theabstractionautomatic.

Considerthenumberof faults asaparameter.
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