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1. On your personal machine, run the command

3.

sudo tcpdump -n

What is being displayed? Try again with the -X option.

. Runwireshark. Select your default network interface (you may use the command ip route

show to find out what it is), and click « Capture ».
Why do we insist on encrypting all network traffic?

Exercice 2. Download the file

https://www.irif.fr/~jch/enseignement/sieci/trace.pcap

and examine it, first using the command tcpdump -r -n, then using tcpdump -r, finally
using wireshark. What application-layer protocol is being used? Was the capture done on the
client or the server? Have there been lost packets?

Exercice 3. What happens in each of the following traces? All traces were captured on the ma-
chine A (is it obvious?).
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<mss 1460,nop,wscale 1>
4144006771:4144006771(0)

ack 2919412149 win 65535

<mss 1460,nop,wscale 1>

ack 1 win 2920

1:146(145) ack 1 win 2920
1:1461(1460) ack 146 win 32850
ack 1461 win 4380

1461:2921(1460) ack 146 win 32850
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74461:75921(1460) ack 146 win
75921:77381(1460) ack 146 win

ack 77381 win 64240
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Exercice 4. What happens on each of the following time-sequence diagrams?
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