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Abstract
This paper addresses the problem of locally verifying global properties. Several natural questions
are studied, such as “how expensive is local verification?” and more specifically, “how expensive is
local verification compared to computation?” A suitable model is introduced in which these questions
are studied in terms of the number of bits a vertex needs to communicate. The model includes the
definition of a proof labeling scheme (a pair of algorithms- one to assign the labels, and one to use
them to verify that the global property holds). In addition, approaches are presented for the efficient
construction of schemes, and upper and lower bounds are established on the bit complexity of schemes
for multiple basic problems. The paper also studies the role and cost of unique identities in terms of
impossibility and complexity, in the context of proof labeling schemes.
Previous studies on related questions deal with distributed algorithms that simultaneously compute a configuration and verify that this configuration has a certain desired property. It turns out
that this combined approach enables the verification to be less costly sometimes, since the configuration is typically generated so as to be easily verifiable. In contrast, our approach separates the
configuration design from the verification. That is, it first generates the desired configuration without
bothering with the need to verify it, and then handles the task of constructing a suitable verification
scheme. Our approach thus allows for a more modular design of algorithms, and has the potential
to aid in verifying properties even when the original design of the structures for maintaining them
was done without verification in mind.
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Introduction

This paper addresses the problem of locally verifying global properties in a distributed system. This task
complements the one of locally computing global functions. Since many functions cannot be computed
locally [40, 36, 38], local verification may, potentially, be even more useful than local computing - one
can compute globally and verify locally.
In terms of sequential time, there is evidence that verification is sometimes easier than computation.
For example, verifying that a given color assignment on a given graph is a legal 3 coloring is believed to
consume much less time than computing a legal 3 coloring [19]. As another example, consider the MST
verification problem, where given a weighted graph G(V, E) together with a tree that spans it, it is
required to decide whether this tree is an MST of the graph. This problem was introduced by Tarjan in
the sequential model. A deterministic linear (O(|E|)) time algorithm for computing an MST is known
only in certain cases (although the problem does have a linear time randomized algorithm) [20, 30]. On
the other hand, the deterministic sequential verification algorithm of [14] runs in linear time.
In the context of distributed tasks, other measures of complexity are often used, for example, the
amount of communication needed. Still, one can ask a similar natural question. Assume that we are
given a distributed representation of a solution for a problem (for example, in the case of MST, suppose
each vertex marks one of its incident edges, say, by holding a pointer pointing at it). It is required to
verify the legality of the represented solution (in the example, to verify that this collection of marked
edges forms an MST). Does the verification consume fewer communication bits than the computation
of the solution (e.g., the MST) itself?
Since faults are much more likely to occur in a distributed setting than in a sequential one, the
motivation for verification in a distributed setting seems to be even stronger than in a sequential one.
A common application of local distributed verification is in the context of self stabilization. See, for
example, the notions of local detection [2], local checking [7] or silent stabilization [15]. Self stabilization
deals with algorithms that must cope with faults that are rather severe, though of a type that does
occur in reality [27, 28]. The faults may cause the states of different vertices to be inconsistent with
each other. For example, the collection of marked edges may not be a tree, or may not be an MST. Self
stabilizing algorithm thus often use distributed verification repeatedly. If the verification fails, then the
output is recomputed in a distributed manner. An efficient verification algorithm thus yields repeated
savings in communication.
One may consider several models for local verification. For example, we define one such natural model
which assumes a synchronous environment. In this model, all vertices are waken up simultaneously and
start a computation. It is required that the represented solution is illegal iff after at most t time units
(“rounds”), at least one processor outputs 0 (even if the rest output 1). We refer to this model as the
t-simple model. Since we want the locality parameter t to be independent of the network, it would be
desired to let t be a constant.
Note that even for a constant t (actually, for t = 1), many representations can be trivially verified.
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For example, in the task of verifying a legal coloring, each vertex just checks that each of its neighbors
has a different color than its own. As another example, in a simple distributed representation of a
maximal independent set (MIS), each vertex holds a flag indicating whether it belongs to the MIS or
not. Clearly, such an MIS representation can be verified in one time unit in the t-simple model.
However, there exist some representations that cannot be verified in one time unit. For example, for
the MST verification problem, it can be easily shown that verifying that a collection of marked edges is
an MST, or even just a spanning tree, would require t to be Ω(n). Therefore, this example cannot be
captured by the simple model of local verification.
In order to perform local verification tasks such as the verification of spanning trees and the verification of MSTs, we introduce here the concept of proof labeling schemes, which is a generalization of the
simple model for local verification described above. (The formal definitions are given in Section 2 and
an example is given in the next paragraph.) Informally, it is assumed that the state of every vertex has
already been computed by some algorithm (in the spanning tree or the MST examples, the state may
consist of pointers to some incident edges; these edges are referred to as selected). The configuration
(formed as the collection of states of all vertices) is supposed to satisfy some predicate (e.g., “the set
of selected edges form an MST of the underlying graph”). In order to perform the verification, labels
are assigned to the vertices in a prepossessing stage. To perform the verification, a vertex computes
some local predicate, considering only its own state, as well as the labels of its neighbors but not their
states. The global configuration predicate (e.g., “the set of selected edges form an MST”) is implied by
the conjunction of the local predicates in the following manner. If the configuration is legal, then given
the labels assigned in the preprocessed stage, in one time unit (round), no vertex detects a problem, i.e,
each vertex outputs 1. However, if the configuration is illegal, then for every possible way of labeling
the vertices, at least one vertex detects a problem, i.e., in one time unit, at least one vertex outputs
0. This, in a way, means that if the configuration is illegal, then no the adversary can fool the verifier
by changing the labels. The restriction of one time unit can obviously be generalized to t time units
(hopefully, t being a constant). However, all our results hold for the case t = 1.
Let us demonstrate a proof labeling scheme by returning to the example of verifying that a subgraph
(defined by the states) is a tree. For the sake of the example, let us verify an easier predicate, which
is that the subgraph is a acyclic (i.e., the subgraph is a forest, which contains one or more trees).
Informally, the subgraph is given in a distributed manner by the state of each vertex selecting one
incident edge at most. This induces an orientation on the selected edges. If the subgraph is indeed
acyclic, then in each connected component (which is a tree), each edge is selected by precisely one of
its end-vertices, except maybe one edge (which is selected by both end-vertices). For a given connected
component, if each of its edges is selected by precisely one vertex, then precisely one vertex in it does
not select any edge. We call this vertex the root of the connected component. Otherwise, if one edge is
selected by both end-vertices, we choose one of them arbitrary and refer to it as the root of the connected
component.
The label of a vertex is now its distance (in the subgraph) from the root of the corresponding
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connected component. The predicate is verified by checking that at each vertex v, the following three
conditions hold. (a) if v does not select one of its edges then its label is zero, (b) if the label at v is zero
then either v does not select any of its edges or it selects an edge (v, w) which is also selected by the
other end-vertex w and the label at w is 1 , (c) if the label at v is not zero then the label at v is larger
than that of its parent (the vertex pointed by v). This construction follows from [2, 9, 7, 8, 16, 17, 6, 5, 3]
that present self stabilizing algorithms. Clearly, if every vertex obeys the above rules, then the subgraph
is a acyclic.
Let us highlight a major difference between the models used for previous self stabilization algorithms
and the model of proof labeling schemes. In the former models, the design of the computation stage was
intertwined with that of the verification stage, and the designers sought to design a computation process
that will be easy for verification, and vice versa. This approach has the advantage that it may lead to
low cost local verification. However, it might also have the disadvantage of making the design process
less modular. To simplify the design of algorithms, it is desirable to address these needs separately. In
our proof labeling schemes, it is assumed that the distributed representation of the structure or function
at hand is already given, and the computed labels are required to verify this specific representation.
This allows for more modular algorithm design and frees the algorithm designer to consider other goals
when designing the distributed representation. This approach of proof labeling schemes may in some
cases be useful also in verifying properties of existing structures, even when the original design of those
structures was done without verification in mind.
To illustrate this difference between the models, let us consider one of the results in this paper. We
show that the maximum size (in bits) of a label must sometimes be larger even than the maximum size
of a state. (Recall that in previous local checking methods, the states had the same role played by labels
here, so there, it could not happen that the label was longer than the state.) This occurs in the natural
setting where vertices are required to have distinct states. One of the results in this paper is that, in an
n-vertex path, in order to verify that all the states are unique, the maximal number of bits in a label
is Ω(n). (This result still holds even if every vertex is assumed to have some fixed unique identity, but
the variable state is not necessarily a function of the identity). This Ω(n) lower bound is larger than
the number of bits in a state, which is O(log n). On the other hand, had a computation been allowed to
choose the states (rather than prove the given states), labels of size O(log n) bits would have sufficed.
In fact, in case it is assumed that each vertex holds some fixed unique identity, there is a trivial proof
labeling schemes that does not use a label at all (or, uses a label of sizes zero): just have the state equal
the identity. (Since the identities are assumed in this example to be unique, the states “computed” in
that way are unique too.) We note that in many other cases, “small” proof labeling schemes exist even
for our stronger requirements from a verification scheme.
Note that the number of bits in a label is the number of information bits a vertex needs to convey
to its neighbors in the verification process. Ideally, this number is as small as possible, even smaller
than the number of bits used in a vertex state. Indeed, we evaluate a proof labeling scheme by its label
size, i.e., the maximum number of bits assigned to a label of a vertex in a graph.
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Finally, the notion of proof labeling schemes may be made clearer by comparing it to the notion of a
witness in complexity theory. Informally, the collection of assigned labels in the prepossessing stage can
be considered as a witness. If the configuration is legal, then there exists a witness (labeling assignment)
such that the legality of the configuration can be verified in one round. Otherwise, if the configuration
is illegal, then no such witness exists, i.e., for any labeling assignment, in one time unit, at least one
vertex detects a problem.
Related Work: The measure of the label size is related to the problem of the communication complexity [48]. Some of our results about lower bounds are for impossibility of tasks in anonymous networks.
Results of that nature concerning computation (rather than verification) were presented in [4] and follow up papers. Some constructions we use simulate a distributed algorithm on every vertex; a related
operation was used in [1]. Self stabilization was introduced in [13]. Self stabilization by local detection,
and by the similar variant local checking was introduced in [2, 9, 7, 8]. These papers, as well as many
others, e.g., [16, 17, 6, 5, 3], present self stabilizing algorithms for computing trees using local detection.
We prove a lower bound for such a verification. A lower bound for the special case that the tree is a
spanning one is given in [15] (the proof therein is for a different model, but it may be translated into
our model).
The concept of silent stabilization and some lower bounds for it are presented in [15]. Informally,
an algorithm achieves silent stabilization if after stabilization, no value is changed in any variable, so
the only activity is verifying that the states of the neighbors are the same as the vertex “remembers”
them. In a sense, in a state of silent stabilization, the vertices must be able to verify that the system
is indeed stabilized, and no further changes in the variables are necessary. Hence, the lower bounds for
silent stabilization may sometimes translate to lower bounds for proof labeling schemes. This is not
always true though, and in particular, one can construct proof labeling schemes for problems for which
no silent stabilization is possible. In addition, lower bounds in our model do not necessarily imply lower
bounds in the silent stabilization model of [15]. Our typical lower bound is for the task of verifying any
configuration. In contrast, in [15] it is assumed implicitly that the configuration is chosen expressly in
such a way that it will have a short label.
There are also some other differences between the models. In [15, 9, 8], it is assumed that each
neighbor of a vertex u may read a different part of the state of u, that is, the state of a link port
of a neighboring vertex. In contrast, our model assumes that all the neighbors of a vertex v can see
the same label of v. One may say that this models a local broadcast media (e.g., radio) versus point
to point lines, which are modeled by the above papers. The more abstract motivation is that our
modeling is intended to capture the total number of information bits that need to be conveyed by a
vertex for checking purposes, disregarding the issue of which neighbor they are to be communicated
to. Consequently, constructing positive results in our model may be harder than in the point to point
model. For example, since all the neighbors see the label, it is harder to tell which of them is the target
of the communication. Nevertheless, we show some schemes of very small label size for problems that
seem to need targeted communication.
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In [10], it is assumed that a vertex can read the output of near-by vertices. That is, only the part of
the state meant to be visible to the outside can be read by other vertices. (The output is the part that
appears in the specification of the task to be performed.) As opposed to that, in the current paper, the
labels often contain information that is not intended as output, and does not appear in the specification
of the task. In some sense, this is necessary for efficient solutions, since in [10] it is shown that under
their assumption, large amounts of information must sometimes be stored (e.g., for verifying a spanning
tree).
Compact label-based representations of spanning trees appear in [11]. The concept of assigning
labels in a prepossessing stage in order to ease local queries and computations appeared in various
contexts. For example, standard frameworks for routing schemes (e.g., [41, 22, 45, 42]) and informative
labeling schemes (e.g., [29, 31, 23, 43, 44]) are based on this concept. Recently, several papers have
considered this concept for other tasks such as broadcast [24], exploration [12, 25] and local computation
[26]. In this paper, we use this concept for verification. In a recent paper [35], tighter bounds for locally
verifying MST were given in some cases.
Our Results: This paper models and partially answers the question: “how easy is the verification task
by itself” with respect to basic building blocks in distributed systems. A suitable model is introduced
in Section 2, in which this question is studied in terms of the number of bits a vertex needs to reveal to
its neighbors. In Section 2.2, we illustrate our model by presenting some basic proof labeling schemes.
In particular, we study a proof labeling scheme for verifying a representation of a spanning tree and
show that the label size is Θ(log n), where n in the number of vertices in the graph. We also present a
non-trivial constant size proof labeling scheme for another problem (even though our model is weaker
than previous models as explained above) and show that for any m there is a problem with proof size
Θ(m).
In Section 3, we study the role of unique identities in terms of impossibility and complexity. We
show that there exist problems and graph families for which no proof labeling scheme exists if unique
identities are not assumed. On the other hand, we show a case (specifically, a path of n vertices) in
which the transition from anonymous networks to id-based is possible, yet in order to verify that any
such translation is valid, the maximum number of bits used in a label must be Ω(n). We also show that
this lower bound on verifying the uniqueness of the states holds even if each vertex is assumed to have
a unique identity (that is not considered to be a part of the state).
Additional evidence for the importance of the role played by identities in proof labeling schemes
is provided by a result we present regarding identity invariance. The question under study follows a
result of [40], showing in a particular setting that, intuitively, the actual value of the identities does
not matter. More specifically, the result of [40] deals with functions that can be computed locally by
a vertex, just by looking at states of the neighboring vertices. The following claim is proved in [40]
(for their model): if there exists an algorithm for computing a certain function, then there exists an
identity order-invariant algorithm with the same complexity. Order-invariant algorithms only look at
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the relative order of the identities (i.e., “which identity is higher”) rather than at their actual values.
Our setting bears a lot of resemblance to that of [40]. Nevertheless, we show that this claim is not true
in our model.
In Section 4, we show how to build verification systems systematically and modularly by suggesting
two rather general paradigms for constructing proof labeling schemes. The first is derived by imitating
the execution of a distributed algorithm and the second is derived by a modular construction approach
based on the notion of composition. This leads to rather efficient schemes for verifying representations
of minimum spanning tree, maximum matching, s − t vertex connectivity and other basic problems.

2
2.1

Preliminaries
Definitions

Let G = hV, Ei be a connected graph. (For the sake of simplicity, the graphs discussed in this paper
have no self loops and no parallel edges.) Some of our results deal with the case where each vertex
v ∈ V has a unique identity. For the sake of unifying the definitions, we assume a (possibly empty)
identity field id(v) for each vertex v ∈ V . Unless mentioned otherwise, we always assume that for any
vertex v ∈ V , id(v) is encoded using O(log |V |) bits.
In addition to its id, each vertex v is associated with a state s(v) taken from a set S of possible local
states. (Informally, a state may include an input received by the vertex from the environment, as well
as the results of some distributed algorithms executed on the inputs and on the network graph.) The
possible global states (configurations) are all the elements in the Cartesian product of the local states.
We use the following notations. Fix S as some set of possible local states, and let G = (V, E) be a
graph. For every vertex v ∈ V , let vs be a triplet vs = (v, s(v), id(v)), where s(v) ∈ S. Informally, vs
corresponds to the vertex v with state s(v) and identity id(v). A configuration graph corresponding to
the graph G (and a global state) is a graph Gs = (Vs , Es ), where Vs = {vs | v ∈ V } and (vs , us ) ∈ Es iff
(v, u) ∈ E. Consider any graph family F (note, F may contain graphs of different sizes). The family of
configuration graphs FS consists of all configuration graphs Gs ∈ FS corresponding to each G ∈ F (note,
every state s is taken from the given set S). In what follows, whenever the set S is left unspecified, it
is assumed to be the set of integers IIN. When the context is clear, we may also omit the subscript S
altogether, and write simply F instead of FIN
I .
A configuration graph Gs is id-based if id(u) 6= id(v) for every pair of distinct vertices v and u. A
graph whose identities are arbitrary (including, possibly, the case where all identities are the same) is
termed anonymous. An id-based (respectively, anonymous) family is a family of id-based (respectively,
anonymous) graphs. Let F undirected (respectively, F directed ) be the collection of all undirected connected
(resp., directed strongly-connected) n-vertex graphs, and let F all = F undirected ∪ F directed . When it is
clear from the context, we use the term “graph” instead of “configuration graph”, “id-based graph” or
“anonymous graph”. We may also use the notation v instead of vs . Given a family of configuration
6

graphs FS , let FS (W ) denote the family of all graphs in FS such that, when considered as weighted,
the (integral) weight of each edge is bounded from above by W .
Many of our results deal with a distributed representation of subgraphs. Such a representation is
encoded in the collection of the vertex states. There can be many such representations. For simplicity,
we focus on representations where an edge is included in the subgraph if it is pointed at explicitly by
the state of an endpoint. That is, given a configuration graph Gs , the subgraph (respectively, directed
subgraph) induced by the states of Gs , denoted H(Gs ) (respectively, D(Gs )), is defined as follows. For
every vertex v ∈ G, if s(v) includes an encoding1 of one of v’s ports pointing at a vertex u, then the
edge (respectively, directed edge) (v, u) is an edge in the subgraph. These are the only edges in the
subgraph.
Consider a graph G and a given set S of local states. A distributed problem P rob is the task of
selecting a state s(v) ∈ S for each vertex v, such that Gs satisfies a given predicate f . This induces the
problem P rob on a graph family F in the natural way. We say that f is the characteristic function of
P rob over F.
This paper deals with adding labels to configuration graphs in order to maintain a (locally checkable)
distributed proof that the given configuration graph satisfies a given predicate f . Informally, a proof
labeling scheme includes a marker algorithm M that generates a label for every vertex, and a decoder
algorithm D that compares labels of neighboring vertices. If a configuration graph satisfies f , then
the decoder at every two neighboring vertices must declare their labels (produced by marker algorithm
M) “consistent” with each other. However, if the configuration graph does not satisfy f , then for any
possible labeling assignment, the decoder must discover “inconsistencies” between the labels of some
neighboring vertices. It is not required that the marker algorithm be distributed. However, the decoder
is distributed, i.e., every vertex can check only the labels of its neighbors (and its own label and state).
A vertex cannot see the states of its neighbors.
Let us now give a more detailed description. A labeling L is an assignment of a label L(vs ) to each
vertex vs ∈ Gs . Informally, each vertex v can “see” its own state and label as well as the labels of each
of its neighbors u. A vertex v cannot “see” the state of any neighbor u. The motivation for this is that
we would like to see whether it is enough to communicate (to the neighbor) fewer bits than required to
describe the state. In other words, our goal is to identify problems in which the number of bits in the
label can be smaller than the number of bits used to describe the state. (If desired, however, the model
does allow a marker algorithm to include the state of a vertex in its label; this, of course, may lead to
large labels). In addition to the label of a neighbor u, vertex v can also see its ‘physical connection’ to
u, i.e., the corresponding port number and weight of the edge (v, u). Informally, this captures the fact
that many distributed algorithms make their local decisions at a vertex based also on these parameters.
Formally, for a labeling L and a vertex vs ∈ Gs , let NL0 (v) be a set of deg(v) fields, where deg(v) is
the number of neighbors of v. Each field e = (v, u) in NL0 (v), corresponding to edge e ∈ N (v), contains
the following.
1

We assume that the states have some particular structure, in which it is known how to extract the encoding.
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• The port number of e in v (which is not considered to be a part of the state of v),
• The weight of e (regarded as 1 if G is unweighted),
• L(u).
Let NL (v) = ((s(v), id(v), L(v)), NL0 (v)).
A marker algorithm M is an algorithm that given a graph Gs ∈ FS , constructs a labeling for the
graph. For notational simplicity, we refer to this labeling as M as well, namely, we denote the label
assigned by the marker algorithm M to the vertex vs ∈ Gs simply by M(vs ). A decoder algorithm D is
an algorithm which is applied separately at each vertex v ∈ G, with local input NL (v) and Boolean local
output D(v, NL (v)). To simplify the notation, we often use the notation D(v, L) instead of D(v, NL (v)).
Let FS be some family of configuration graphs corresponding to some family F. Intuitively, FS
allows one to constrain the domain of the problem to specific assumptions about topology, state space,
and identities. Let f be some characteristic function of a problem over FS . A proof labeling scheme
π = (M, D) for f over FS is composed of a marker algorithm M and a decoder algorithm D, such that
the following two properties hold.
1. For every Gs ∈ FS , if f (Gs ) = 1, then D(v, M) = 1 for every vertex v ∈ G.
2. For every Gs ∈ FS , if f (Gs ) = 0, then for every labeling L there exists a vertex v ∈ G so that
D(v, L) = 0.
Note that the first property above concerns only the labeling produced by the marker algorithm M,
while the second speaks of arbitrary labelings L, including ones that could have been produced by an
adversary attempting to fool the decoder.
The size of a proof labeling scheme π = (M, D) is the maximum number of bits in the label M(vs )
assigned by the marker algorithm M over all vs ∈ Gs and all Gs ∈ FS . For a family FS and a function
f , we say that the proof size of FS and f is the smallest size of any proof labeling scheme for f over FS .

2.2

Basic examples

To illustrate the definitions, we now present basic proof labeling schemes for some id-based and anonymous families. Note that every proof labeling scheme that applies to anonymous families applies also to
the corresponding id-based families. The converse in not always true, as shown later. We give examples
for problems with different proof sizes. We also show that for any m there is a problem with proof size
Θ(m).
Let us start with a simple and natural problem that has a constant proof size while the corresponding
computation task requires Ω(log n)-bit states.

8

The anonymous tree orientation problem: Given a tree T , forient characterizes the task of assigning states to the vertices of T so that D(Gs ) (as defined in Section 2.1) induces an orientation
on the edges (towards some root whose identity is not given to the vertices). Let F anon−trees be the
family of anonymous trees. In particular, assume that the orientation is represented by storing at each
vertex the number of its port that points at its parent. Clearly, the distributed representation of the
orientation (that is, the computation task) requires Ω(log n) bits per vertex in the worst case (i.e., when
port numbers are assigned to ports by an adversary).
Lemma 2.1 The proof size of forient over F anon−trees is O(1).
Proof: We describe a proof labeling scheme π = (M, D) as required. Let Gs be an anonymous tree
s.t. forient (Gs ) = 1. Let r be the intended root, namely, the unique vertex whose state does not encode
any of its port numbers. The marker algorithm M assigns each vertex v a label M(v) consisting of
v’s distance from r modulo 3. On a labeling L, the decoder returns D(v, L) = 1 iff the following two
conditions hold for every neighbor u of v.
1. |L(u) − L(v)| = 1.
2. L(u) + 1 ≡ L(v) mod 3 iff s(v) is an encoding of v’s port leading to u.
The size of this labeling scheme is O(1) and it is clear that if Gs satisfies forient (Gs ) = 1 then D(v, M) =
1 at each vertex v. Now suppose that forient (Gs ) = 0. One case is that for every v, s(v) is an encoding
of one of its port numbers. Then, since the underlying graph G is a tree, there must exist two vertices
u and v whose states point at each other. Note that no label can be assigned to u and v that will
satisfy Condition 2, so we are done. Otherwise, there exists a vertex r whose state is not an encoding
of one of its ports. If every v satisfies D(v, L) = 1, then all the states of r’s neighbors point at r and by
induction, we get an orientation of the edges towards r. Therefore forient (Gs ) = 1, which contradicts
our assumption.
The spanning tree problem in id-based families: Let us consider some variants of an example
that is known in the area of self stabilization, and discuss some of the differences. Let facyclic characterize
the task of assigning states to the vertices of G so that D(Gs ) induces an acyclic graph.
Lemma 2.2 The proof size of facyclic over F all is Θ(log n).
Proof: The upper bound is proven by adapting the ideas of [5, 3, 6, 1, 2, 17] to our model. Let us
just sketch that proof for upper bound; the reader is referred to [34] for the details.
Note that an acyclic graph is simply a collection of trees. To verify the acyclicity property, each
vertex is labeled by its distance from its root in the corresponding tree. The decoder verifies that the
distance of the child is larger (by one) than the distance of the parent. Moreover, the label of a vertex
9

is zero iff it doesn’t have a parent. It is easy to get convinced that if this property holds everywhere,
then there are no cycles.
Let us next prove the lower bound. Let P be the path of n vertices. For the simplicity of the
description only, assume that the path is embedded in the plain, such that vertex i lies left of vertex
i + 1 for i = 0, 1, ...n − 1. (The names i, i + 1, etc. are used for the sake of the analysis only, and are
not accessible to the vertices). Let us term such a path a horizontal path. For i < n, let s(i) be the
port number of the edge leading from vertex i to i + 1. Obviously, facyclic (Ps ) = 1. Assume, by way
of contradiction, that there exists a proof labeling scheme π = (M, D) for facyclic over F (the family
of such paths), which is of size less than 12 log( n2 − 2). Let M(i) be the label given by M to vertex i
in the above path Ps . Since the number of bits in each M(i) is less than 12 log( n2 − 2), there exist two
pairs of vertices (i, i + 1) and (j, j + 1) where 1 < i and i + 1 < j < n − 1 so that M(i) = M(j) = M0
and M(i + 1) = M(j + 1) = M00 . We now build the following ring R consisting of j − i vertices whose
identities are clockwise ordered from i + 1 to j. For i < k ≤ j, let s(k) be the port number of vertex k
leading from k to k + 1 and let s(j) be the port leading from j to i + 1. Let us give Rs the same labeling
L as M gives Ps , i.e., each vertex i + 1 ≤ k ≤ j in Rs is labeled M(k). By the correctness of π on Ps
we get that for each vertex v ∈ Rs , D(v, M) = 1. This is a contradiction to the fact that f (Rs ) = 0
and f 0 (Rs ) = 0.
Remark: There are a number of variants for the problem. For example, in maintaining a spanning
acyclic graph, the scheme needs to ensure also that the subgraph indeed includes all the vertices.
In addition, when maintaining a spanning tree, the scheme needs to ensure also that the subgraph is
connected. These somewhat different requirements imply some differences in the proof labeling schemes.
Still, it is easy to modify the scheme used in our upper bound so that it can be used for the other variants
mentioned here. Similarly, the lower bound proof also holds. Another variant, for which a similar scheme
can be constructed, is the problem of shortest path trees over weighted id-based graphs (one difference
is that the size of the scheme changes to O(log n + log W )).
Note that our lower bound is stronger than the one previously presented in the self stabilization
context (cf. [15]); that lower bound showed that the verification of a spanning tree needs a large state
(recall that in [15] the states played the role played here by the label). In contrast, our lower bound
applies to the size of labels required for verifying the cycle freedom property alone (even, say, for a tree
is not required to span the entire network).
Agreement in anonymous families Problem: The next example is still very simple (especially
given the known linear lower bound on Equality in communication complexity [48]). We present it since
we believe that it makes an important general point. Indeed, we make use of it later in this paper. Note
that v’s neighbors cannot ‘see’ the state of v but they can see v’s label (that is, the input of the decoder
at a neighbor u of v does not include s(v), but it does include L(v)).
Lemma 2.3 Let fagreement be the characteristic function of the problem of assigning all the vertices
identical states from some finite set of integers S. The proof size of fagreement over F all is Θ(log |S|).
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Proof: Let m = dlog |S|e. We first describe a trivial proof labeling scheme π = (M, D) of size m. For
each i, let si denote the i’th smallest element in S, and for each element s ∈ S, let index(s) be such
s = sindex(s) . Given Gs such that fagreement (Gs ) = 1, for every vertex v, let M(v) = index(s(v)), where
s(v) is the state of v. Then, D(v, L) simply verifies that L(v) = index(s(v)) and that L(v) = L(u) for
every neighbor u of vertex v (the fact that L(v) = index(s(v)) can be verified since the decoder knows
the set S). It is clear that π is a correct proof labeling scheme for fagreement over F all of size m. We now
show that the above bound is tight up to a multiplicative constant factor even assuming that FSall is
id-based. Consider the connected graph G with two vertices v and u. Assume, by way of contradiction,
that there is a proof labeling scheme π = (M, D) for fagreement over FSall of size less than m/2. For
i ∈ S, let Gis be G with states s(u) = s(v) = i. Obviously, fagreement (Gis ) = 1 for every i. For a vertex x,
let Mi (x) be the label given to x by the marker algorithm M applied on Gis . Let Li = (Mi (v), Mi (u)).
Since the number of bits in Mi (v) and also in Mi (u)) is less than m/2, the number of bits in Li is less
than m. Hence, there exist i, j ∈ S such that i < j and Li = Lj . Let Gs be G with states s(u) = i and
s(v) = j. Let L be the marker algorithm for Gs in which L(u) = Mi (u) and L(v) = Mj (v). Then, for
each vertex x, D(x, L) = 1, contradicting the fact that f (Gs ) = 0.
By the above lemma, it is clear that for any m, there exists a family F and a function f such that
the proof size of f over F is Θ(m). We now claim that a similar result exists also for graph problems
(namely, problems where the input is only the graph topology).
Corollary 2.4 For every value 1 ≤ m < n2 , there exists a graph problem over an id-based family of n
vertices graphs with proof size Θ(m).
The proof of Corollary 2.4 can be found in [34]. The question of whether two bit strings are identical
(in Lemma 2.3) is transformed to the question of whether two given subgraphs of a given graph are
identical.

3

The role and cost of identities

The bounds presented in [15] are similar for id-based and for anonymous families. Our model exhibits
a difference between the two families. Specifically, we show that certain tasks are impossible in some
anonymous families but possible in id-based families. We also show that the transition from anonymous
to id-based is very costly even on a path, where this transition is possible. Moreover, even for id-based
paths, the task of proving whether the states are distinct is costly. This is an example where verifying
a given configuration (as we do in this paper) may require many more bits of communication than the
combined approach, that of designing the configuration in such a way that it will be easy to verify. In
this section, we also separate our model from the one of [40] by showing in Subsection 3.3 that our
model is not order-invariant.
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3.1

Anonymous versus id-based families

Consider the family F anon−cycles of anonymous cycles with n vertices. Let f be the characteristic
function of either one of the following problems, where it is required to assign states to the vertices of
G such that either,
1. there exists exactly one vertex v ∈ V such that s(v) = 1; (informally, if the states are considered
as identities, then f checks whether the identity 1 is unique); or
2. s(v) 6= s(u) for every pair of vertices u, v ∈ V (if the states are considered as identities then f
checks whether the graph is id-based); or
3. the state of each vertex encodes the number of vertices in G; or
4. the subgraph H(Gs ) induced by the states of Gs (recall, this is the subgraph that contains precisely
the selected edges) is a (spanning, BFS) tree of G.
The proof of the following lemma bears some similarities to the proof, given in a different context,
that the task of leader election is impossible in anonymous networks [4].
Lemma 3.1 There is no proof labeling scheme for f over F anon−cycles .
Since the proof is rather standard, let us just outline the main idea. (A detailed proof is found in [34].)
Sketch of proof: Assume, for example, that there is a proof labeling scheme for the problem where the
state of each vertex is the number of vertices. Use the marker algorithm M of this scheme to label some
cycle G with some C vertices, where the state of each vertex is the number n. Now, consider another
cycle G0 with 2C vertices, where the state of each vertex is n. Obviously, the decoder should output
zero at some vertex, since the state does not encode the size of the cycle. However, it is easy to show
that the decoder can be fooled by a standard argument of showing that it is hard to break symmetry
in antonymous networks. That is, assign some consecutive C vertices in G0 the same labels produced
by M for the C vertices of G. Then, label the remaining C vertices of G0 by the same labeling. It is
easy to show that the decoder must return 1 in every vertex of G0S because it has the same input as in
GS . This means that the decoder in G0 S fails to detect that the state does not represent the number of
vertices.
Theorem 3.2 For every computable problem f , there exists a proof labeling scheme on every id-based
family F of connected graphs.
Proof: The proof is based on a full information approach, namely, encoding all the global information
in the label of every vertex, so that it can be checked locally. That is, let f be a computable problem
and let F be an id-based family of connected graphs. We describe a proof labeling scheme π = (M, D)
for f over F.
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Each vertex is given a label G(v) which is the description of the whole network graph, together with
all the inputs of every vertex. In addition (as a separate field in the label) the label of each vertex
includes also its identity. Given a characteristic function f , a decoder at each vertex can verify that
f (G(v)) = 1 for the graph G(v) in the label of v. More formally, given a graph Gs ∈ F, the marker
algorithm M assigns each vertex v the label M(v) consisting of two sublabels (fields). The first field,
M1 (v), that contains the entire graph Gs and the second field, M2 (v), is id(v). The decoder D(v, L)
verifies that G(v) (of the label) is the same as the network graph. For that, the decoder verifies first
that all the vertices agree on the label (see Lemma 2.3), and then, the decoder at each vertex v verifies
that v and its neighbors are represented correctly in the label. That is, let G(v) be the graph encoded
in L1 (v)). The decoder outputs 1 iff all the following conditions hold.
1. For every neighbor u of v, L1 (u) = L1 (v).
2. (a) L2 (v) = id(v).
(b) There exists a unique vertex v 0 in G(v) such that id(v) = id(v 0 ).
(c) The identities of v’s neighbors in G and the weights and port numbers of the corresponding
edges are the same as the ones associated with v 0 ’s neighbors in G(v). (To check that, the
decoder at v uses the second sublabels L2 of v’s neighbors.
3. f (G(v)) = 1.
Clearly, if f (Gs ) = 1 then D(v, M) = 1 for every vertex v. Assume, that f (Gs ) = 0 and let L be
some labeling. If the first item in the description of the decoder is satisfied for every vertex v then, since
G is connected, G(u) = G(v) for every two vertices u and v. If also the second item in the description
of the decoder is satisfied for every vertex v then G(v) = Gs for every vertex v. It follows that if the
first two items in the description of the decoder are satisfied for every vertex then the third item in the
description of the decoder is not satisfied for any vertex v. The lemma follows.

3.2

Cost of identities

In the previous subsection, we showed that giving a proof labeling scheme for the problem of distinct
identities is impossible for some family of anonymous cycles. In this subsection, we show that although
such a proof labeling scheme can be given on anonymous paths, it is very costly. In fact, we show that
the proof size of the distinct states problem over an n-vertex id-based path is Θ(n). More formally, let
fdistinct be the characteristic function of the following problem: assign states to the vertices of G so that
for every pair of vertices u and v, s(u) 6= s(v). Let G be a path with n vertices and distinct identities
and let F path be the id-based family containing the single path G, i.e., F path = {G}. Assume, that the
states assigned to vertices in a path of n vertices are in the set S1 = {1, 2, . . . , n}.
Lemma 3.3 The proof size of fdistinct over FSpath
is Θ(n).
1
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Proof: We prove here the lower bound. The (rather simple) upper bound proof is described in [34].
Informally, the idea behind the upper bound proof is the following. First, we let the vertices agree
on a certain orientation using the proof labeling scheme described in Lemma 2.1. Then, the marker
algorithm encodes an array containing n fields in the label of each vertex. The i’th field in the array of
v indicates whether the identity of v is i, whether the identity i belongs to a vertex to the ‘right’ of v,
or whether the identity i belongs to a vertex to the ‘left’ of v. Clearly, the size of a label is O(n). The
decoder at each vertex v simply verifies that the array of v is consistent with the arrays of its neighbors
(and with v’s identity).
Let us now turn to prove the lower bound. (It may be possible to derive an alternative proof based
on the lower bound for 2-party communication complexity on element distinctness, cf. [46, 37]). Let
π = (M, D) be a proof labeling scheme for fdistinct over FSpath
. Let us first give a high level description
1
of our lower bound proof. We construct a large set X 0 of configuration graphs, all corresponding to
path G such that for each Gs ∈ X 0 , fdistinct (Gs ) = 1. We choose X 0 so that the pair of labels given by
M to the two vertices in the middle of the path must be different in each instance of X 0 . (Intuitively,
the vertices in the middle must be able to compare the set of the vertices on the right to the set on the
left in order for their decoders to be correct).
More formally, a divided permutation is a permutation σ on [1, . . . , n] such that σ(n/2) = n/2 and
σ(n/2 + 1) = n/2 + 1. (Assume, without loss of generality, that n is even). Fix s(vn/2 ) = n/2 and
s(v1+n/2 ) = 1 + n/2. For a divided permutation σ, let Mσ (vi ) denote M(vi ) in the case where for
each 1 ≤ j ≤ n, s(j) = σ(j). For a divided permutation σ, let Tσ = {σ(i) | 1 ≤ i ≤ n/2 − 1} and
Qσ = {σ(i) | n/2 + 2 ≤ i ≤ n}. The proof uses the following claims.
Claim 1: Let σ1 and σ2 be two divided permutations such that Tσ1 ∩Qσ2 6= ∅. Then either Mσ1 (vn/2 ) 6=
Mσ2 (vn/2 ) or Mσ1 (v1+n/2 ) 6= Mσ2 (v1+n/2 ).
Proof: Assume that the claim does not hold. Let g be the function over {1, . . . , n} that fixes n/2
and 1 + n/2, identifies with σ1 on [1, . . . , n/2 − 1] and identifies with σ2 on [2 + n/2, . . . , n]. If we let
s(vi ) = g(i), then obviously fdistinct (Gs ) = 0 since Tσ1 ∩ Qσ2 6= ∅. Create the following labeling L. Let
(

L(vi ) =

Mσ1 (vi ), 1 ≤ i ≤ 1 + n/2,
Mσ2 (vi ), 2 + n/2 ≤ i ≤ n.

For every divided permutation σ and vertex v, we have D(v, Mσ ) = 1. Therefore for all 1 ≤ i ≤ 1 + n/2,
D(vi , L) = D(vi , Mσ1 ) = 1 and for 2 + n/2 ≤ i ≤ n, D(vi , L) = D(vi , Mσ2 ) = 1, contradicting the
correctness of the decoder.
Claim 2: Let X be a set of divided permutations such that for every σ1 , σ2 ∈ X, Tσ1 ∩ Qσ2 6= ∅. There
exists some σ ∈ X so that either Mσ (vn/2 ) or Mσ (v1+n/2 ) has at least 12 · log |X| bits.
Proof: By the previous claim, for each σ ∈ X we obtain a different pair (Mσ (vn/2 ), Mσ (v1+n/2 )).
Therefore, one pair must consist of at least log |X| bits, yielding the claim.
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Claim 3: There exists a set X of divided permutations so that for every σ1 , σ2 ∈ X, Tσ1 ∩ Qσ2 6= ∅ and
log |X| = Ω(n).
³

´

Proof: Let V̂ be the collection of all (n − 2)! divided permutations, and let Γ = V̂ , Ê be the graph
over V̂ in which, for two permutations σ1 and σ2 , (σ1 , σ2 ) ∈ Ê iff Tσ1 ∩ Qσ2 = ∅. The degree of each
vertex in Γ is ((n/2 − 1)!)2 − 1. Relying on the well known fact that every graph G with maximum
degree d has an independent set of size b|V (G)|/(d + 1)c, we conclude that Γ has an independent set
(n−2)!
(n−2)!
X of size b ((n/2−1)!)
2 c. Note that log( ((n/2−1)!)2 ) = Ω(n). Since X is an independent set of Γ, by the
definition of Ê, Tσ1 ∩ Qσ2 6= ∅ for every σ1 , σ2 ∈ X.
Combining the three claims, an Ω(n) lower bound is obtained on the size of any proof labeling
scheme for Fspath and fdistinct . This concludes the lemma.
We note that if one designs the states and the labels together then the size of the scheme can be
much smaller: As mentioned, if FSpath
is id-based, then the label size can be zero. (That is, if we are
1
allowed to choose the states, let the state of every vertex be the identity of that vertex; the decoder
just needs to check that this is the case, and no label is necessary). For an anonymous FSpath
, one can
1
choose the state of vi to be i. Clearly, this can be verified by a scheme whose size is O(log n) (let the
label of each vertex v be equal to v state and verify that, also, agree on an orientation and verify this
agreement; finally, the decoder also verifies that the state of the neighbor on the “left” is smaller by 1).

3.3

Variability of identities

Two assignments of identities to vertices of a graph are order consistent if for every pair of vertices u,v,
either id(u) > id(v) in both id assignments, or id(v) > id(u) in both. An algorithm is order-invariant if
its output is the same for every two order consistent id assignments to the vertices of G. For example, an
algorithm that outputs “true” iff the identity of some vertex is 6, is not order invariant. The following is
shown in [40] for the model used there. Informally, let A be a local algorithm for an id-based family F
which performs a computational task C on F, where C does not depend on the identities of the vertices
(see [40] for details regarding their model). Then, there exists an order-invariant algorithm A0 that
solves C on F with the same complexities as A. I.e., A0 uses only the relative order of the identities.
We now investigate the question of whether every problem with a proof labeling scheme has also an
order-invariant proof labeling scheme (defined below).
Informally, consider a computational task C that does not depend on the identities of a vertex.
Perhaps surprisingly, the labelings used by any proof labeling scheme for such a task may have to
be different for different identities. Moreover, different labelings are needed even for such a C if an id
assignment is replaced by another order consistent id assignment. This may prove useful for establishing
lower bounds.
More formally, for a graph G = (V, E) ∈ F, a legal id assignment to G is an assignment of distinct
identities to V . An id independent function is a function f such that f (Gs ) = 1 for every legal id
assignment. (Note that the above example- the function which outputs “true” iff the number 6 is an id
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of a vertex in the graph- is not id independent). An order invariant proof labeling scheme π = (M, D)
is a proof labeling scheme for which, for every two order consistent (legal) assignments and every vertex
v, the label M(v) is the same under both assignments.
Lemma 3.4 There exists an id-based family F and an id independent function f over F for which
there exists a proof labeling scheme but no order-invariant proof labeling scheme.
Proof: Let F be the collection of cycles of size at most 2n and let S = {1, 2, . . . , 4n}. Let f be a
Boolean function over F such that f (Gs ) = 1 iff the number of vertices in G is s(v) for all vs ∈ Gs .
I.e., f checks whether the states of the vertices of a cycle truly represent the number of vertices in
it. Clearly, f is id independent. It is easy to see that there exists a proof labeling scheme for f over
F. Assume, by way of contradiction, that there also exists an order invariant proof labeling scheme
π = (M, D) for this problem. Consider an n-vertex cycle C so that for every vertex v in C, s(v) = n.
Consider the following four order equivalent identity assignments to Cs .
(id1 (v1 ), id1 (v2 ), . . . , id1 (vn−2 ), id1 (vn−1 ), id1 (vn )) = (1, 2, . . . , n − 2, 4n − 1, 4n).
(id2 (v1 ), id2 (v2 ), . . . , id2 (vn−2 ), id2 (vn−1 ), id2 (vn )) = (2n + 1, 2n + 2, . . . , 3n − 2, 4n − 1, 4n).
(id3 (v1 ), id3 (v2 ), . . . , id3 (vn−2 ), id3 (vn−1 ), id3 (vn )) = (1, 2, . . . , n − 2, 3n − 1, 3n).
(id4 (v1 ), id4 (v2 ), . . . , id4 (vn−2 ), id4 (vn−1 ), id4 (vn )) = (2n + 1, 2n + 2, . . . , 3n − 2, 3n − 1, 3n).
Obviously, for every legal assignment to Cs , we have f (Cs ) = 1. Since π is an order invariant proof
labeling scheme to this problem, then for every vertex vi ∈ Cs , the marker algorithm M gives the same
label in all these four assignments. Denote this label by l(i).
Consider a 2n-vertex cycle C 0 in which s(v) = n for every vertex v in C 0 . Obviously, f (Cs0 ) = 0.
Consider the following legal identity assignment to the vertices of C 0 .
(id(v1 ), id(v2 ), . . . , id(vn−2 ), id(vn−1 ), id(vn ), id(vn+1 ), id(vn+2 ), . . . , id(v2n−1 ), id(v2n )) =
(1, 2, , . . . , n − 2, 4n − 1, 4n, 2n + 1, 2n + 2, . . . , 3n − 1, 3n).
Now assign to the vertices of C 0 the labeling L(vi( mod n) ) = l(i). Then D(v, L) = 1 for every vertex v,
contradicting the correctness of π.

4

Constructing proof labeling schemes

It may be unrealistic to expect to find an automatic way for constructing efficient proof labeling schemes.
Still, we demonstrate two systematic approaches that can ease the design in many cases. The first is the
“distributed method”, based on ‘imitating’ distributed algorithms. The second is a modular construction
approach based on the notion of composition. All the graph families in this section are id-based.
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4.1

The distributed method

If there exists a distributed algorithm that generates exactly the configurations satisfying some characteristic function f , then we can show an upper bound on the proof size of f . The idea is to generate a
scheme that verifies each configuration by imitating an execution of the algorithm that generated this
specific configuration. (Hence, an algorithm that implements f but does not generate all the configurations.) Informally, we record in the label of a vertex its whole history in the above execution, and
verify with the neighbors of the vertex that this history is consistent with their histories. (If the vertex
label “remembers” that the vertex sent a message to a neighbor, then the label of the neighbor must
“remember” receiving the message).
From the more practical point of view, recall that a motivation for the model is a modular approach,
i.e., given a configuration, we need to verify it, no matter how did the network reach this configuration.
In many cases, though, the given configuration is generated by a distributed algorithm. Below, we show
how to generate a labeling scheme in every such case. This demonstrates that ‘imitating’ an algorithm
is sometimes useful in generating a proof labeling scheme of a small size. The benefit of this approach
is demonstrated in this section by building a proof labeling scheme of size O(log2 n + log n log W ) for
minimum spanning trees, where W is the maximum weight of an edge. Note that this is much smaller
than the label constructed in the proof of Theorem 3.2. This construction is based on imitating the
steps of a distributed algorithm for constructing an MST. The MST construction algorithm we imitate
is a modification of known algorithms. First we needed to modify those algorithms so that the resulting
algorithm generates every possible MST (non-deterministically), rather than just a specific one. (This
is needed in order to satisfy our requirement that every legal configuration has a proof labeling scheme;
this means here that every MST must have a proof labeling scheme). In addition, the method explained
below generates smaller labels from the modified algorithm then the labels it would have generated from
previous algorithms. (However, the modifications so that the algorithm implies a shorter label, made it
impractical to actually use it as a distributed MST algorithm.)
Let us comment that we do not expect that the distributed method to be the best approach for
every problem. One reason is because the distributed method bases the verification on the computation,
while there exists some evidence that the computation is sometimes harder.
Consider some graph family FS 0 and a problem f , and let A be a non-deterministic distributed
algorithm on FS 0 such that for every Gs0 ∈ FS 0 satisfying f (Gs0 ) = 1 there exists a run A0 of A such
that the following hold.
1. A0 (G) = Gs0 ,
2. the number of messages a vertex sends in A0 (G) is bounded from above by m0 ,
3. each message is encoded using O(log n) bits.
Moreover, assume that for every run A0 (G), f (A0 (G)) = 1. In the specific case that A is synchronous
we make additional assumptions bounding the complexity of A for any G ∈ FS 0 . The total number of
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rounds of A in this case is assumed to be bounded from above by some τ and the number of messages
per round and the number of messages a vertex sends per round is assumed to be bounded from above
by some mp .
Theorem 4.1 Let FS 0 and f be a graph family and be a problem, respectively, and let A be a nondeterministic distributed algorithm as described above. Then the following holds.
1. There exists a proof labeling scheme for FS 0 and f of size O(m0 (log m0 + log n)).
2. If A is synchronous then there exists a proof labeling scheme for FS 0 and f of size
min{O(m0 (log τ + log n)), O(τ · mp log n)}.
Proof: Let us first construct the labeling for the schemes claimed in the theorem. Consider a graph
Gs such that f (Gs ) = 1 and let A0 (G) be a specific run of A(G) as described above. For the scheme in
the first part of the lemma, enumerate the (up to nm0 ) messages according to their chronological order,
breaking ties arbitrary. The marker algorithm M0A assigns to each vertex v a label M0A (v) with up to
m0 fields, each containing three subfields, as follows. The first subfield of field i contains the content
of the i’th message v sends in A0 (G). The second subfield contains the identity of the vertex receiving
this message and the third subfield contains j, the number of the message in the above enumeration.
The decoder is described later in this proof.
1 and π 2 . The labeling in scheme π 1
For the second part of the lemma, construct two schemes πA
A
A
0
is the same as the labeling MA (v) above, except that the third subfield in every field i contains the
round number in which v’s i-th message (corresponding to that field) was sent. The label M2A (v) of
the third scheme has τ fields. Each field i contains one subfield for each message that v sent in the i’th
round. If the corresponding message was sent from v to u then the content of the message followed by
the identity of u appear in that subfield.

Given a labeling L, all three decoders verify the following in each vertex v.
(i) There exists some run of A at v such that if the messages sent to v (in the corresponding order)
are as indicated in the labels of v’s neighbors, then the messages appearing in v’s label are the
messages sent by v (in the corresponding order).
(ii) There exists some run of A at v such that the one that is described in (i) above, and the result of
A at v is s(v).
Clearly, if at each vertex v the above items are verified, then the labels implicitly describe a legitimate
run of the algorithm A on G, such that the run ends with the output s(v) at each vertex v. Since
f (A(G)) = 1 for every run of A, the lemma follows.
Comment 4.1 We assumed that the length of a message is O(log n) (see item 3 above) to simplify the
results. If messages are shorter, the O(log n) terms in the statement of the theorem remain unchanged.
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This is because the labels of the schemes constructed in the above proof have fields each containing a
message and an identity. Recall, that we assumed that the length of an identity is O(log n). If one
assumes that the number of bits in a message is some X which is not O(log n), then the term log n in
the results above must be replaced by X.
Minimum Spanning Tree (MST) Problem: Assign states to the vertices of G so that H(Gs ) is
an MST for G.
Theorem 4.2 There exists a proof labeling scheme πmst = (Mmst , Dmst ) for fM ST over F undirected (W )
of size O(log2 n + log n log W ).
Here, we do not assume that the edge weights are unique. Recall, however, that in this section, we
assume unique vertex identities. Hence, verifying an MST is possible by Theorem 4.1. However, the use
of Theorem 4.1 does not suffice to prove Theorem 4.2, since the known distributed MST construction
algorithms sometimes require some vertex v to send Ω(4(v)) messages in many rounds. Substituting
this in Theorem 4.1 yields a proof labeling scheme of higher size than desired.
Let us first give a high level description for the proof of Theorem 4.2. Informally, it turns out that
a minor change in Theorem 4.1 (and in its proof) suffices to prove Theorem 4.2. The label of a vertex
v constructed in the proof of Theorem 4.1 includes one O(log n) bit field per message sent by v to a
neighbor. In the case that v sends identical messages to all its neighbors, multiple fields are added to
the label of v. We want to add just one field in such a case. In the following, we use the property of
our model that allows a vertex to “see” the labels of all its neighbors at no cost.
In the revised scheme, only one field is added to the label of v in such a case that v sends the
same message at the same time to all of its neighbors. (If v sends this message to many of them, we
assume it sends the message to all of them at no additional cost). The field corresponding to such a
message (a local broadcast message) is marked as a local broadcast field. Let us term a message sent to
a single neighbor a local unicast message. The size of the label generated by the distributed method
for one round now includes the following (1) O(log n) bits per round for the local broadcast message
(of O(log n) bits) that v can send in this round, plus (2) O(log n) bits per round for each local unicast
message that v sends in that round (these second kind of labels are the same as the labels produced for
the synchronous cases in Theorem 4.1).
We now use a simplified synchronous version of the classical asynchronous distributed MST construction algorithm of [21], termed Algorithm Sync GHS. This algorithm, presented in [42], operates in
O(log n) phases. In each phase, each vertex sends O(1) local unicast messages plus O(1) local broadcast messages. To prove Theorem 4.2, it is then left (1) to prove the above complexity of algorithm
Sync GHS, and (2) to show that algorithm Sync GHS can generate all possible MSTs, rather than just
some specific MST.
The message complexity analysis of algorithm Sync GHS, as presented in [42], distinguishes between
two message classes, one referred to hereafter as local broadcast messages, namely, messages used by
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a vertex to inform its neighbors of the identity of its component, and the other, hereafter regarded as
local unicast messages, consisting of the rest of the messages. Since the (asynchronous) GHS algorithm
is widely known, we shall not give a complete description of the algorithm or its analysis here. (A
more detailed proof of Theorem 4.2 appears in [34].) However, for completeness we provide a high level
description of the algorithm.
The Sync GHS algorithm starts when each vertex is a (non-spanning) tree in itself, termed a fragment.
So, the network is covered by a forest of fragments. During the execution, fragments are merged, such
that the property that each is directed towards a root is kept. An edge whose one endpoint belongs
to a fragment F and the other belongs to another fragment is termed outgoing edge. In each phase,
each fragment merges with other fragments by adding its minimum weight outgoing edge. Finally, one
fragment (the MST) spans the network.
For each phase, each vertex v maintains the name of its fragment, that is the identity of the root of
the fragment in that phase. Vertex v informs its neighbors of this fragment name. Hence, each neighbor
can detect whether its edge to v is outgoing (this is the case that the root of the neighbor is different
than the root of v). The messages informing the neighbors of the fragment’s root identity are those
that we call here the local broadcasts. In the complexity analysis there, those messages are counted
separately from the other messages.
Finally, it is well known that if the weights of the edges are unique, then there exists only one
spanning tree. If weights are not unique, then a fragment may have several minimum outgoing edges.
It is known that each different MST results from different selections of the minimum outgoing edges,
and vice versa, if only minimum outgoing edges are selected, then the result is an MST. Hence, the
Sync GHS algorithm can be made to output any MST, as required here (when a fragment has several
outgoing edges of identical weight, one possible execution chooses the one that is included in the given
MST). This completes the sketch of the proof of Theorem 4.2.
For the sake of completeness, we describe a proof labeling scheme explicitly. The description of
the proof labeling scheme that results from the Sync GHS algorithm explicitly would be somewhat long
(though shorter than that of a scheme that would result from the original asynchronous algorithm of
[21]). The following is based on an “expedited” version of algorithm Sync GHS. This version “expedites”
each phase of the algorithm to just one round, using some oracle that cannot be implemented by a
“real” distributed algorithm. The oracle will “save” the distributed computation for finding a minimum
outgoing edge in Sync GHS. Still, the verification by the proof labeling scheme will show that a minimum
outgoing edge was identified correctly by the oracle. The correctness will then follow from that of the
known MST construction.
Proof of Theorem 4.2: By the remark after Lemma 2.2, we know that the size of a scheme verifying
that the subgraph induced by the states is a spanning tree is O(log n). Therefore, in the remaining, we
assume that the subgraph induced by the states is a spanning tree T and focus on verifying that T is
in fact an MST.
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For every vertex v, the i’th field in M(v) (that corresponds to round i in the algorithm) has a
subfield Mi1 (v) that contains the identity of parent(v), the parent of v in the i’th round of algorithm
Sync GHS. (If v is the root of its fragment, then we say that v is its own parent and therefore, Mi1 (v)
simply contains the identity of v; In particular, for every vertex v, M11 (v) contains just the identity of
v.) For each i, Fi = {(v, Mi1 (v)) | v ∈ V } ≡ {(v, parent(v)) | v ∈ V } is a collection of distinct fragments
where Flog n is T itself.
Obviously, F1 is just the collection V (with no edges). Now, given Fi , let us compute Fi+1 . Let F
be a fragment in Fi and let e(F ) = (u, x) ∈ T be a minimum outgoing edge of F such that u ∈ F . The
algorithm redirects the edges of F towards u. This action is taken also in the algorithm of [42] (and
of [21]), but there it requires a not very short distributed computation. Instead, here we assume that
some oracle detects immediately which of the edges of all the vertices in the fragment is a minimum
outgoing one. (However, the correctness of this detection will be verified by the proof labeling scheme).
We call the redirected fragment SP AN (F ). Note that the parent of v in SP AN (F ) may be different
from its parent in F . We term v’s parent in SP AN (F ) the min-edge direction of v.
To imitate the algorithm, for each vertex v ∈ F where v 6= u, let Mi2 (v) = (id(u), id(y), dSP AN (F ) (v, u)),
where y is v’s parent in SP AN (F ) (that is, the second field in Mi2 (v) is the min-edge direction of v).
We also let Mi2 (u) = (id(u), id(x)) (where e(F ) = (u, x)). Informally, these second subfields are used
to encode and verify the spanning tree SP AN (F ) of F (rooted at u). Also, let Mi3 (v) = w(e(F )) (this
is used to verify that e(F ) is indeed minimum).
Now, the algorithm connects each SP AN (F ) to the tree on the other side of e(F ). This is imitated
i
in the labels as follows. Let Mi+1
1 (v) be the second field of M2 (v). (That is, v’s parent in the next
round i + 1 is the next vertex on the way to the minimum outgoing edge; or, if v = u is the endpoint
of that edge, then its parent is the other endpoint, unless the other endpoint has a lower identity and
its min-edge direction is u itself).
This completes the details of how the marker algorithm imitates the MST construction algorithm.
Given a labeling L, the decoder at each vertex v checks for each round, that (1) that L11 (v) is indeed v’s
identity and L13 (v) is v’s minimum weight edge; (2) that Li+1 (v) is consistent with Li (v) (v’s parent in
the i + 1-st round is v’s min-edge direction in the i-th round as described above); (3) that the relation
(vertex, parent) (that is, (v, Li1 (v))) forms a directed tree (this is verified similarly to the proof of Lemma
2.2); (4) that v agrees with its min-edge direction vertex on the weight of the minimum outgoing edge
e(F ); (5) that v does not have an outgoing edge that is lighter than e(F ) (as claimed for the weight of
e(F ) in the third subfield); (6) that SP AN (F ) is a tree (as in Lemma 2.2) rooted in the endpoint of
e(F ); it also verifies (7) that SP AN (F ) contains the same set of vertices as the corresponding subtree
described by the set of edges {(v, Li1 (v)) | v ∈ A} (by verifying that each edge in one subtree is pointed
at in the other subtree by one of its endpoints); finally, the decoder verifies (8) that if v is the root of
SP AN (F ) then the edge to the min-edge direction is indeed the outgoing edge e(F ) whose weight is as
agreed in the third subfields of each vertex.
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As said above, the proof is now similar to that of Theorem 4.1. The proof that the oracle algorithm
is correct, is basically, the proof of the algorithm of [42] (and is similar to proofs of quite a few previous
MST algorithms), so we skip it here. Hence, if T is the result of an execution of the algorithm, then
T is indeed a minimum spanning tree. It is rather easy to see that the decoder verifies that labels
contain the history of a valid execution. Hence, if the decoder outputs 1, then the subgraph is indeed
a minimum spanning tree.
On the other hand, assume that an MST is given. It is rather easy to see that the oracle algorithm
as described, constructs exactly this MST. Again, the decoder indeed verifies that a valid history of the
algorithm is given. Hence, the decoder outputs 1.
Each fragment in Fi+1 , the set of fragments that correspond to the i + 1-st round, contains at least
two fragments in Fi . In particular, the number of vertices in each fragment in Fi+1 is at least double the
number of vertices belonging to the smallest fragment in Fi . Therefore, |Flog n | ≥ n yielding Flog n = T .
Hence, each label contains O(log n) fields. Since each such field contains O(log n + log W ) bits, the
theorem follows.
Lemma 4.3 Every proof labeling scheme for fM ST over F undirected (W ) has size Ω(log n + log W ).
Proof: Since an MST is also a spanning tree, we get by Lemma 2.2 that every proof labeling scheme on
F undirected (W ) and fM ST has size Ω(log n). Therefore, we only need to show that every proof labeling
scheme for fM ST over F undirected (W ) has size Ω(log W ). Assume, by way of contradiction, that there
exists a proof labeling scheme π = (M, D) for fM ST over F undirected (W ) of size less than 16 · log W2−1 .
Let C i be the 6-vertex cycle whose identities are ordered clockwise from 1 to 6. Let the weight of each
edge in C i be 1 except that ω(3, 4) = 2i and ω(6, 1) = 2i + 1. For each vertex 1 ≤ j < 6, let s(j) be
the port number in vertex j leading from j to j + 1. Obviously, fM ST (Csi ) = 1 for every i. Therefore,
for every i, every correct marker algorithm M assigns a labeling assignment Li to the vertices of Csi so
that for each vertex v in Csi , D(v, Li ) = 1. Since the size of π is less than 61 · log( W2−1 ), we get that
there exist two cycles C i and C k so that i < k ≤ (W − 1)/2 and Li = Lk . Let Cs be the same as Csi
except that ω(3, 4) = 2k. Obviously, fM ST (Cs ) = 0. However, by the correctness of π on Csi and Csk we
get that D(v, Li ) = 1 for every vertex v ∈ Cs , a contradiction.

4.2

Composition

When constructing a proof labeling scheme for some problem P rob1 , we sometimes want to use modularly a solution for a different problem, P rob2 . We illustrate the notion of composition for labeling
schemes through an example. Let F be the family of all connected n-vertex graphs. Assume that we
want to prove that the states of all vertices in a given graph Gs ∈ F are identical and equal to the
number of vertices in G. Let fSU M be the characteristic function of this problem. To construct a
desired proof labeling scheme, it is useful to have a spanning tree T on G. (See, for example, the proof
of Lemma 4.4 below.) To utilize the spanning tree, we may want to use the proof labeling scheme πspan
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for spanning trees. However, πspan checks whether H(Gs ) is a spanning tree for G, which is clearly
not the case, since the states in Gs are supposed to be the number of vertices in G and not encodings
of port numbers. In order to overcome this technicality, we define a new graph Gs̃ to be the graph
G except that the state s̃v of each non-root vertex is an encoding of v’s port leading to its parent in
the desired spanning tree T . We now label each vertex vs ∈ Gs with a label consisting of three parts,
namely, L1 (v), L2 (v), and L3 (v). Part L1 (v) is the state of Gs̃ ; part L2 (v) is the label given to v by
Mspan for graph Gs̃ . Part L3 (v) is now designed to verify fSU M on the tree graph defined by L1 . The
decoder then simulates a decoder for a spanning tree (for that it uses L1 and L2 ) and then simulates a
decoder for fSP AN over FStrees
, for the tree defined by L1 and the labels given by L3 .
0
It follows that when using a proof labeling scheme π1 (for some graph family FS 0 ) in a composition,
and then applying π2 , the size of the resulted composed scheme is bounded from above by the sum of
the sizes (of π1 and π2 ) plus the maximum size of a state in F.
In all of the cases described hereafter, the number of bits in a state is O(log n) and the size of every
proof labeling scheme which is used in a composition is Ω(log n). Hence, the sizes of the constructed
proofs are asymptotically the same as the sum of the sizes of the corresponding proof labeling schemes
used for the composition. Let us now present proof labeling schemes for several problems, some of which
are used as components for others defined through composition as described above.
4.2.1

Compositions using a scheme for semi-group functions

The following simple proof labeling scheme is an important building block for many other schemes. Let
G = (V, E) be a graph. A real valued function g is a semi-group function if it is defined for every subset
Us of Vs , and is associative and commutative (see [42] page 36 for details). For example, g(U ) can be
P
|U | or v∈U s(v). Let g be a semi-group function defined on all graphs Gs ∈ F. We assume that the
values of g over all subsets of Vs and all graphs Gs ∈ F are bounded from above by some l. Let fg be
the characteristic function of the following problem: assign a value val(u) to each vertex u of G so that
for every vertex u in G, val(u) = g(Vs ). The proof of the following lemma uses the scheme for a rooted
spanning tree as a building block, and the value g(Vs ) is verified on the tree recursively.
Lemma 4.4 For every semi-group function g, there exists a proof labeling scheme πg for fg over F all
of size O(log n + log l).
Proof sketch: Using a composition of proofs and Lemma 2.2, we can assume the existence of a spanning
tree T where each vertex knows which of its edges leads to its parent in the tree and which leads to
a child (and the root knows it is the root). In the scheme, each vertex v is labeled by (1) g(T ) and
(2) g(Tv ) (the subtree rooted at v). The vertex then verifies that it agrees with all of its neighbors on
g(T ), and that its g(Tv ) agrees with applying g on Tui for each of its children ui . In addition, the root
r checks that g(Tr ) = g(T ). (This proof, in more details, appears in [34].)
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Lemma 4.5 There exists a semi-group function g such that every proof labeling scheme for function
fg over family F undirected must have size Ω(log n + log l).
Proof: By letting g1 (U ) = |U | for every subset U of V , a similar proof as the proof of the lower
bound in Lemma 2.3 shows that every proof labeling scheme for fg1 over F must have size Ω(log n). Let
g2 (U ) = max{s(v) | v ∈ U } for every subset U of V , and let G be the connected graph containing two
vertices v and u. Again, similarly to the proof of the lower bound in Lemma 2.3, every proof labeling
scheme for G and fg2 must have size Ω(log l). For every subset U of V , let g(U ) = (g1 (U ), g2 (U )). If
follows that every proof labeling scheme for fg over F all must have size Ω(log n + log l).
4.2.2

Clique and independent set

Let us now demonstrate the use of Lemma 4.4 (itself using a composition with a scheme for spanning
trees) for further proofs by compositions.
Let fclique (respectively, findependent ) be the characteristic function of the following problem: assign
states to the vertices of G so that: 1) All the states have the same value k ∈ N (where N is the set of
natural numbers), and 2) there exists a clique (respectively, independent set) of size k in G.
undirected is Θ(log n).
Theorem 4.6 The proof size of both functions fclique and findependent over FN
undirected as follows. For G
Proof: For the upper bound, we construct π = (M, D) for fclique over FN
s
such that fclique (Gs ) = 1, let K be a clique with k vertices (where k is the state of all the vertices).
If v ∈ K, then let M(v) = 1, otherwise let M(v) = 0. By using Lemma 4.4, we can verify that
|{v | L1 (v) = 1}| = k. We further verify that the set {v | L1 (v) = 1} forms a clique by checking at each
vertex v such that L1 (v) = 1 that v has k − 1 neighbors u satisfying L1 (u) = 1. A similar construction
undirected with size O(log n).
yields a proof labeling scheme for findependent over FN

The proof for the lower bound resembles the proof for the lower bound in Lemma 2.3. However, a
direct reduction from the problem discussed in Lemma 2.3 does not seem immediate.
We prove the lower bound for fclique , however, a similar proof also applies to findependent . Let
{Gk }n−1
k=2 be a family of n-vertex graphs with fixed vertices v1 , v2 , . . . , vn such that for every 1 < k < n,
the only edge in Gk incident to v1 is (v1 , v2 ) and the maximum clique in the subgraph of Gk induced by
v2 , v3 , . . . , vn , is of size k. Also, let k be the state of each vertex in Gk . Therefore, for every 1 < k < n,
fclique (Gk ) = 1. Assume, by way of contradiction, that there is a proof labeling scheme π = (M, D)
for fclique over F undirected , of size less than −1 + 12 log n. For a vertex x, let Mk (x) be the label given
to x by the marker algorithm M in Gk . Let Lk = (Mk (v1 ), Mk (v2 )). Since the number of bits in Lk
is assumed to be less than log(n − 2), there exist 1 < i < j < n − 1 such that Li = Lj . Let G0 be Gj
modified so that s(v1 ) = i. Let L be a labeling for G0 in which for every vertex x, L(x) = Mj (x). Then,
for each vertex x, D(x, L) = 1, contradicting the fact that f (G0 ) = 0 (since the state of v1 is different
than the one of v2 ). The theorem follows.
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4.3

Additional examples for the composition method and for a combination of the
methods

Let us now present some additional results for graph theory. They demonstrate the use of composition,
together with the use of known facts in graph theory and with the use of techniques we have shown
earlier, such as those used in Lemma 2.3 and Lemma 2.2.
For the sake of completeness, we present one detailed proof- that of Lemma 4.7. For the later lemmas
we present much shorter proofs. We still point at the main ideas of the proof, but assume that at this
point, the reader is already familiar with the technique of constructing proof labeling schemes.
4.3.1

Vertex-connectivity and flow

Let F s0 −t0 be the graph family containing all undirected n-vertex graphs with two given vertices s0 and
t0 . Let fv−conn be the characteristic function of the following problem: assign states to the vertices of
G so that each state contains a field k ∈ N (where N is the set of natural numbers) that is the vertex
connectivity between s0 and t0 .
Lemma 4.7 The proof size of fv−conn over F s0 −t0 is Θ(log n).
Proof: We first construct a proof labeling scheme π = (M, D) for F s0 −t0 and fv−conn of size O(log n).
Let f1 and f2 be two Boolean functions from F s0 −t0 so that f1 (G) = 1 iff there exist at least k vertex
disjoint paths connecting s0 and t0 , and f2 (G) = 1 iff there exist at most k vertex disjoint paths
connecting s0 and t0 . Obviously, fv−conn (G) = 1 iff f1 (G) = 1 and f2 (G) = 1. We first give a proof
labeling scheme πf1 for F s0 −t0 and f1 . The part of the proof that all the vertices agree on the value of
k is the same as in Lemma 2.3. We concentrate on proving the other parts of f1 . Let G be such that
f1 (G) = 1. Consider, first, the case that s0 and t0 are not neighbors. Let P1 , P2 , . . . , Pk be k vertex
disjoint paths connecting s0 and t0 . For every i, denote the vertices of Pi by (p0i , p1i . . . , plii ), where
s0 = p0i , t0 = pili and pj+1
is the next vertex after pji in Pi . For a vertex pji where 1 ≤ j ≤ li − 1,
i
set Mf1 (pji ) = (i, j, id(pj+1
)) ≡ (L1 (v), L2 (v), L3 (v)). For every other vertex v, set Mf1 (v) = ∅. The
i
decoder Df1 verifies the following.
• At the special vertex s0 , the decoder verifies that s0 has precisely k neighbors with nonempty
labels.
• For every vertex v with nonempty label such that v 6= s0 and v 6= t0 , the decoder verifies that
there is an edge connecting v to u = L3 (v) and that either u = t0 or (1) L2 (u) = L2 (v) + 1 and
(2) L1 (u) = L1 (v).
It is easy to show that πf1 is a correct proof labeling scheme for f1 over F s0 −t0 , of size O(log n).
If s0 is a neighbor of t0 then the label of s0 is the identity of s0 , the label of t0 is the identity of t0 .
In this case, the decoder in s0 needs to verify that t0 is a neighbor, and acts as above for k − 1, and for
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G minus the edge (s0 , t0 ).
We now present a proof labeling scheme πf2 for f2 over F s0 −t0 . Let us, first, assume that s0 and t0
are not neighbors. Then, by Menger’s theorem (cf. [18]), there exist k vertices u1 , u2 , . . . , uk whose
deletion from the graph G (along with their edges) disconnects t0 from s0 . We now mark each ui by
∗, each vertex in the connected component of s0 by 0, and the rest of the vertices by 1. Using πg
(Lemma 4.4), we first verify that there are exactly k vertices marked with ∗. The decoder then verifies
the following.
• s0 is marked with 0.
• t0 is marked with 1.
• For every neighbor u of a vertex v, if both u and v are not marked with ∗ then they are both
marked the same.
Now, if s0 and t0 are neighbors (which is locally detectable), we do the same as above assuming our
graph is G minus the edge (s0 , t0 ) and f2 is with parameter k − 1 instead of k. Again, it is easy to show
that πf2 is a correct proof labeling scheme for F s0 −t0 and f2 of size O(log n). Combining π1 and π2 , we
get a proof labeling scheme for F s0 −t0 and fv−conn of size O(log n).
As for the lower bound, a proof that is similar to the one of the lower bound in Theorem 4.6 can be
constructed, showing that the above mentioned upper bound is asymptotically tight.
An alternative formulation of the problem would output the connectivity only at s0 and t0 . Proving
the lower bound then may be more difficult.
Let F s0 −t0 be as before and let ffklow be the characteristic function of the following problem: assign
states to the vertices of G so that each state contains a field k ∈ S (the required flow) which is the flow
between s0 and t0 .
Lemma 4.8 The proof size of ffklow over F s0 −t0 is O(k log n).
It is not hard to construct such a scheme, that is rather similar to the one appearing in the upper
bound proof of the previous lemma. Like in that proof, we use the labels to construct paths. On each
path, again, a vertex verifies that its distance to t0 is consistent with the distance of its neighbors on
the path. The main difference is that in the previous lemma, a vertex (except for s0 and t0 ) could
participate in at most one path, since paths had to be vertex disjoint. Here, up to k paths may pass
a vertex, and the vertex may need to keep (in the label) a different distance (to t0 ) on each of them.
Hence, the size of the label is O(k log n) rather than O(log n) (that was the size in the previous lemma).
The vertex also keeps in the label the amount of flow on each of its paths. In addition, instead of the
condition that only one path passes via a vertex, here, a vertex verifies the Kirchoff law for the flows it
receives and sends to neighbors. Vertex s0 verifies that it has k paths. For completeness, the detailed
proof appears in [34].
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4.3.2

Maximum matching on paths

Let P be the horizontal path of n vertices (such as the one in the proof of Lemma 2.2) v1 , v2 , . . . , vn .
(The enumeration is from left to right and does not necessarily correspond to the identities of the
vertices; i.e., id(vi ) is not necessarily i). For every edge ei = (vi , vi+1 ) in E, let ω(ei ) denote the weight
of ei . A set H of edges of P is called a matching if no two edges e, e0 ∈ H share a common vertex. For
P
such a set, denote by ω(H) = e∈H ω(e). Let m = max{ω(H) | H is a matching of E}. A matching H
of P is called a maximum matching if ω(H) = m.
Let fmatch be the characteristic function of the following problem: assign states to the vertices of G
so that H(Gs ) is a maximum matching of G. Let F paths be the collection of all weighted paths with n
vertices and let S = {1, 2}. The following proof uses techniques based on dynamic programming.
Lemma 4.9 The proof size of fmatch over F paths (W ) is O(log n + log W ).
Proof: We show the existence of a proof labeling scheme πA = (MA , DA ) for fmatch over F paths (W ) of
size O(log n + log W ). Let P = (v1 , v2 , . . . , vn ) be the given path, with edges {e1 , e2 , . . . en−1 }. Let Gs
be such that fmatch (Gs ) = 1. First, by composing with the proof labeling scheme presented in Lemma
2.1, we may assume an orientation on the path. I.e., v1 ‘knows’ it is the leftmost vertex and each other
vertex ‘knows’ which outgoing edge connects it to a vertex on its left. Second, by composing with the
proof labeling scheme described in Subsection 4.2.1, we may assume that all vertices ‘know’ and agree
on the value ω(H), where H = H(Gs ). Since it is easy to verify locally that H is indeed a matching,
it is enough to show that we can design a proof labeling scheme proving ω(H) = m. We calculate m
in the following manner. Let Pi be the prefix subpath (v1 , v2 , . . . , vi ). Let Ai be the maximum value
over all matchings Pi that exclude edge ei−1 . Let Bi be the maximum value over all matchings in Pi
that include edge ei−1 . Note that Ai+1 = max{Ai , Bi }, Bi+1 = Ai + ω(ei+1 ) and m = max{An , Bn }.
Let M(i) = (Ai , Bi ). By the above observations, given the label of the vertex to its left and the weight
of the corresponding edge, each vertex vi can verify that its label is indeed (Ai , Bi ). In addition, the
rightmost vertex vn verifies that ω(H) = max{An , Bn }. The lemma follows since m = O(n · W ).
4.3.3

A 2-approximation for Maximum matching on a trees

The following example illustrates a combination of the distributed method and a composition of proof
labeling schemes. An approximation function is a function Approx over T (W ) such that for every
tree T ∈ T (W ), Approx(T ) is a nonempty set of matchings of T with the property that for every
H ∈ Approx(T ), ω(H) ≥ m/2. We consider the problem of assigning states to the vertices of the given
tree T such that the subgraph induced by them is in Approx(T ).
In contrast to most of our results, the following lemma does not assert that every 2-approximation
for maximum matching over a tree can be proven, but rather that we can prove a specific 2-approximate
maximum matching. This leaves open the problem of efficiently proving any given 2 approximation for
maximum matching.
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Lemma 4.10 There exists an approximate matching H and a proof labeling scheme πA = (MA , DA )
of size O(log n + log W ) for verifying that H is in fapprox over F trees (W ).
Proof: We rely on a distributed algorithm due to [47], for constructing a collection P = P(T ) of
P
vertex disjoint paths for a given tree T , such that m ≤ P ∈P ω(P ). The algorithm operates in O(1)
rounds and with each vertex sending O(1) messages per round. For every path P ∈ P, a maximum
matching M M (P ) for P satisfies ω(M M (P )) ≥ ω(P )/2. Therefore, the collection of edges M M (T ) =
∪P ∈P M M (P ) satisfies ω(M M (T )) ≥ m/2. Therefore,
H(T ) = {

[

M M (P ) | M M (P ) is a maximum matching on P}

P ∈P

is an approximation function. By Theorem 4.1, there exists a proof labeling scheme of size O(log n) so
that each vertex in T knows which of its edges belong to P. On each path P ∈ P (recall that these
paths are vertex disjoint), we compose with the proof labeling scheme shown in Lemma 4.9 applied to
the path P . Altogether, we have a proof labeling scheme of size O(log n + log m) for verifying that H
is in fapprox over F trees . The lemma follows as m = O(n · W ).

5

Conclusion

In this paper, we present a formal setting for distributed verification as a separate task from that of the
computation. In the sequential context, such a separation proved to be useful for multiple fields such as
complexity theory, cryptography, and software engineering. In the area of distributed computing, the
application to self stabilization is clear. It would be interesting to see whether additional applications
arise. It would also be interesting to find additional relations between the cost of computing and the
cost of verifying.
We have presented quite a few examples. Still, these are just a few of the possible functions over
graphs (and over configuration graphs). Hence, the number of functions for which proof labeling schemes
can still be studied is huge. Moreover, for many problems addressed in this paper (for example flow and
maximum matching), no optimal solutions were presented. Finding tight bounds for the size of proof
labeling schemes for such problems is challenging. In addition, it is natural to also try to find proof
labeling schemes for various implicit labeling schemes such as the ones in [23, 31, 32].
We proved that for any m there exists a problem for which the optimal size of a proof labeling scheme
is Θ(m). Still, the natural problems for which we found efficient schemes are only from a limited set
√
of sizes. It seems interesting to find natural problems whose schemes require, say, a size of n. One
can also seek more general results, for example, characterizations of problems with small sizes for their
proof labeling schemes.
For the problem of assigning a unique state to every vertex, we have shown a large difference in the
results for two cases. For the case that one is allowed to select the algorithm that assigns the states, the
size of the proof labeling schemes can be very small (even zero for id-based families). If the (unique)
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states are arbitrary, then the size is much larger (Ω(n)). It seems interesting to identify additional such
cases, and to characterize them.
We presented two somewhat general methods for constructing proof labeling schemes. Still, they
cover only limited cases. In particular, the composition method uses only the composition of a logical “and” between two predicates. It would be interesting to define and find uses for more general
compositions.
We have addressed here only the static case of a function, and did not address the more general
case of verifying interactive programs efficiently. Even for the case of a function, we have not presented
efficient distributed algorithms to compute schemes of small sizes. In particular, it would be interesting
to compute the labels in parallel to the execution of the algorithm that computes the function. (Some
ideas in our description of the distributed method for constructing small sizes proof labeling schemes
may prove useful for that task).
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