
OAuth
A	Simple	Open	Standard	for	Secure	API	Authentication.	
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Preamble	

ü Web	2.0	means	sharing	data,	through	API
ü Users	want	to	access	their	data	using	many	services
ü Developers	want	to	satisfy	their	users	(and	make	it	easy	for	them)	
ü Service	providers	need	to	keep	their	users	data	secure
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Problematic	

Passwords	are	precious

How	to	delegate	access?
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Summary

1	- OAuth	Presentation	

2	- TD	:	Implementing	OAuth	on	Web	Site
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OAuth	Presentation

What	is	OAuth	?

It’s	a	protocol	that	allows	to	share	private	data	hosted	on	X	website	(or	API)	with	Y	website	
(Or	API).

History	:	

§ OAuth project started in November 2006, when Blaine Cook was working on
the Twitter OpenID implementation.

§ In	2007	OAuth	V1
§ In	2012	OAuth	V2
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Application	Programming	Interface
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What	is	an	API	?

An	API	is	a	interface	by	which	software	provides	services	
to	other	programs.

Example	of	API	:	

• Graph	API	de	Facebook
• Twitter	API
• Google	Maps	API



Example	of	API	interaction
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Google	Maps	API Uber API	use	
Google	Maps	API

Facebook	Messenger	
use	Uber API	and	Google	Maps

Google	Maps



Concept	:	The	Valet	Key	Car
OAuth	is the	Service	key	of	API.	

« Une clé de service donne la possibilité de garer
votre voiture, mais pas la possibilité d’en ouvrir le
coffre, de conduire plus de 2km ou d’amener dans
le rouge le régime moteur de votre toute nouvelle
voiture de sport allemande. De la même façon, un
jeton Oauth laisse à un tiers la possibilité de lire
votre mail, mais pas la possibilité d’envoyer à votre
nom des mails aux personnes présentes dans votre
carnet d’adresses. »

John	Panzer,	Google	
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Concept	:	The	Valet	Key	Car

Main	Key	:	

• Full	Access
• Can	removeor	manage	access to	Service	Key

Service	Key	:	

• Limited	Access
• Can’t change	access or	settings	
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OAuth	:	Terminologies

ü Consumer	:	Application	trying	to	access	protected	data	

ü Service	Provider	:	Website	or	Web-service	hosting	protected	resource

ü User	:	Owner	of	the	protected	data	

ü Protected	Resource	:	Images,	Videos	or	documents	hosted	on	web	site	or	web-service	
which	are	protected	by	the	user

ü Tokens :	Random	string	of	letters	and	numbers	which	is	unique.	Request	token,	Access	
Token	

ü Scope :	Set	of	data	hosted	on	service	provider	that	users	wants	to	share	with	consumer
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OAuth	:	 Third-Party	System

Consumer

Service
ProviderUser
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Consumer	=>	Application	trying	to	access	
protected	data	(e.g.		Allociné )	

Service	Provider	=>	hosting	protected	resource
(e.g.	:	Facebook)

User	=>	Accept	or	Not	to	share	data	



OAuth	:	Global	Process
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Focusing	OAuth	Procedure	:	Step	1
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User Consumer

Users start the process by
informing the customer that
wants to connect to the server



Focusing	OAuth	Procedure	:	Step	2
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Consumer

Callback	URL

Server



Focusing	OAuth	Procedure	:	Step	3
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Serveruser



Focusing	OAuth	Procedure	:	Step	4
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Consumer Server

Code



OAuth	Flow	diagram
1. User wants to use app to do e.g. time

registration

2. App wants to access protected resources
of user like e.g. date of birth

3. App redirects user to authorization
server

4. Authorization server ask for
authentication and access authorization

5. Authorization server redirects user to
app with authorization code

6. App exchanges authorization code for
access token / refresh token

7. App requests protected resource data
from resource server

8. Resource server responds with protected
resource data

9. App exchanges refresh token for new
access token
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OAuth	Integration
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Cloud Mobile Desktop Server



OAuth	Library	
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And	some	more	…



Example of	Application	who use	OAuth :

• Facebook
• Foursquare
• Github
• Google
• Microsoft	(Hotmail,	Messenger,	
Xbox)
• LinkedIn
• MySpace

• Netflix
• StatusNet
• Twitter
• Vimeo
• Yahoo!	
• Paypal
• Dailymotion	
• Numericable
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Advantage	of	OAuth	

ü Can	be	integrated	into	a	website,	mobile	and	other	devices.

ü No	password	or	user	identification	information	with	other	applications.

ü Simple	to	set	up.

ü Users	can	revoked	tokens	at	any	time.

ü Nefarious	customers	can	have	their	credentials	revoked	and	all	associated	access	tokens			

immediately	destroyed.

ü Standardization	of	access	to	the	API
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Security	on	OAuth

§ Tokens	aren’t	passing	username/password

§ Timestamp	and	nonce	verify	unique	requests

§ Signature	encrypted	parameters	help	service	provider	recognize	consumer

§ Signature	methods	HMAC-SHA1,	RSA-SHAI,	Plaintext	over	a	secure	channel	(such	as	SSL)
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Demo

http://opauth.org/#demo
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TD

Goal	:	Create	a	Website	who	use	social	authentication
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TD

Prerequisites	:	

1. Create	Twitter	account	
2. Create	and	Configure	Apps	on	Twitter	DEV
3. Have	an	Access	on	UP2
4. Create	data	table	on	PhpMyAdmin
5. Implementing	OAuth		
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TD	:	Create	Twitter	account	
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https://twitter.com/



TD		:	Create	Apps	on	Twitter	DEV

We need to create Twitter
Application using twitter app
dashboard. To create Twitter
App please going to following
URL .

https://apps.twitter.com/

Once you logged in, click
on Create New App button to
continue.
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TD		:	Configure	Apps	on	Twitter	DEV

Fill the following filelds to create Twitter
Applications like in the images below.
Important :

Ø Callback	URL	=	
http://up2.fr/M1/etudiants/(Your_ID)/ind
ex.php

ü Check Allow this application to be used
« Sign in with Twitter »
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TD		:	Configure	Apps	on	Twitter	DEV

Please select Read and Write Permission
in the Permission tab and click on update
settings button to update.
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Create	table	using	following	SQL	queries

Guillaume	VIMONT 30

1. Go	to	
http://www.up2.fr/M1/outils/phpMyAdmin/

2. Log	in

3. Click	to	your	Table	ID

4. Click	SQL	Tab

5. Write	this	SQL	code



Modify	config.php file
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Go	to	http://www.up2.fr/M1/outils/edit/
Modify	Config.php with	your	ID



Sample	Index.php
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Sample	of	OAuth.php
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Sample	TwitterOAuth.php
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Other	Application	with	OAuth	and	Twitter
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With OAuth and Twitter for example,
you can stream Data issue to Twitter for
Big Data analysis



Questions	?
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Links

http://oauth.net
http://oauth.net/core/1.0/	

http://code.google.com/p/oauth/	
http://groups.google.com/group/oauth/	

http://oauth.net/discovery/1.0
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Thank	you

Guillaume	VIMONT 38



Contact	:

vimontguillaume@gmail.com
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